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Foreword

Thank you for purchasing R102 Industrial Router (“the Router” or “the Product”). This manual
intends to provide guidance and assistance necessary on setting up, operating or maintaining
the Product. Please read this manual and make sure you understand the structure and
functionality of the Product before putting it into use.

Intended Users

This manual is intended for:

e Network architects

e Network administrators

e Technical support engineers
e Other users

Copyright

Vantron Technology, Inc. (“Vantron”) reserves all rights of this manual, including the right to
change the content, form, product features, and specifications contained herein at any time
without prior notice. An up-to-date version of this manual is available at
www.vantrontech.com.

The trademarks in this manual, registered or not, are properties of their respective owners.
Under no circumstances shall any part of this user manual be copied, reproduced, translated,
or sold. This manual is not intended to be altered or used for other purposes unless otherwise
permitted in writing by Vantron. Vantron reserves the right of all publicly released copies of
this manual.

Disclaimer

While all information contained herein has been carefully checked to assure its accuracy in
technical details and typography, Vantron does not assume any responsibility resulting from
any error or features of this manual, nor from improper uses of this manual or the software.

It is our practice to change part numbers when published ratings or features are changed, or
when significant construction changes are made. However, some specifications of the Product
may be changed without notice.

R102 Industrial Router | User Manual 1 www.vantrontech.com
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Technical Support and Assistance

Should you have any question about the Product that is not covered in this manual, contact
your sales representative for solution. Please contain the following information in your
qguestion:

e Product name and PO number;
e Complete description of the problem;
e Error message you received, if any.

Vantron Technology, Inc.

Address: 48434 Milmont Drive, Fremont, CA 94538
Tel: (650) 422-3128
Email: sales@vantrontech.com

Regulatory Information

The Product is designed to comply with:

e Part 15 of the FCC Rules
e PTCRB

Please refer to Appendix for Regulatory Compliance Statement.

Symbology
This manual uses the following signs to prompt users to pay special attention to relevant
information.

/N Caution for latent damage to system or harm to personnel

l Attention to important information or regulations

R102 Industrial Router | User Manual 2 www.vantrontech.com
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General Safety Instructions

The Product is supposed be installed by knowledgeable, skilled persons familiar with local
and/or international electrical codes and regulations. For your safety and prevention of
damage to the Product and other equipment connected to it, please read and observe
carefully the following safety instructions prior to installation and operation. Keep this manual
well for future reference.

e Do not disassemble or otherwise modify the Product. Such action may cause heat
generation, ignition, electronic shock, or other damages including human injury, and may
void your warranty.

e Keepthe Product away from heat source, such as heater, heat dissipater, or engine casing.

e Do not insert foreign materials into any opening of the Product as it may cause the
Product to malfunction or burn out.

e To ensure proper functioning and prevent overheating of the Product, do not cover or
block the ventilation holes of the Product.

e Follow the installation instructions with the installation tools provided or recommended.

e The use or placement of the operation tools shall comply with the code of practice of
such tools to avoid short circuit of the Product.

e  Cut off the power before inspection of the Product to avoid human injury or product
damage.

R102 Industrial Router | User Manual 3 www.vantrontech.com
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Precautions for Power Cables and Accessories

/A Use proper power source only. Make sure the supply voltage falls within the specified
range.

I Place the power cable properly at places without extrusion hazards.

/i, Cleaning instructions:

Power off before cleaning the Product

e Do not use caustic or aggressive liquids, vapor, or spray

Clean with a damp cloth

Do not try to clean exposed electronic components unless with a dust collector
Power off and contact Vantron technical support engineer in case of the following faults:

e The Product is damaged
e The temperature is excessively high
e  Faultis still not solved after troubleshooting according to this manual

/' Do not use in combustible and explosive environment:

o Keep away from combustible and explosive environment

o Keep away from all energized circuits

e Unauthorized removal of the enclosure from the device is not allowed
e Do not change components unless the power cable is unplugged

e Insome cases, the device may still have residual voltage even if the power cable is
unplugged. Therefore, it is a must to remove and fully discharge the device before
replacement of the components.

R102 Industrial Router | User Manual 4 www.vantrontech.com
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CHAPTER 1 HARDWARE DESCRIPTION
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1.1

Product Overview

Vantron R102 industrial wireless router is designed for industrial loT that combines dual
SIM LTE, Wi-Fi, Ethernet, and virtual private network to meet diversified networking
requirements. R102 industrial router applies a communication tactic that uses multiple
channels with failover protocol, which together with the high-reliability watchdog
maintains a secure and stable network access. As is compact in size, R102 supports panel
mount, DIN rail mount, and wall mount to meet the requirements of varying sites.
Meanwhile it provides access to Vantron BlueSphere cloud platform for unified
management to ease the efforts of users by real-time monitoring and tracking, remote
maintenance and OTA updates, task assignment and follow-up.

Featuring high stability and reliability, excellent cost performance, and convenient
networking deployment, Vantron R102 industrial router is especially suitable for large-
scale distributed networking in the following scenarios:

Intelligent business: parcel lockers, meal delivery cabinets, charging piles, ATM machines,
digital signages, etc.;

Smart city: supply of heat, water, gas and oil, etc.;
Intelligent security and intelligent transportation;
Monitoring of cranes and other devices on construction sites;

Monitoring of environmental protection devices, water conservancy devices etc.

R102 Industrial Router | User Manual 6 www.vantrontech.com
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1.2

Unpackaging

The Product has been carefully packed with special attention to quality. However, should

you find any component damaged or missing, please contact your sales representative in
due time.

Standard accessories Optional accessories

1 x R102 router IE l 1 x Power adapter

((( ))) s

2 x Wi-Fi antenna

1 x DC power
connector

1 x DIN rail ((( )))

. 2 x 4G LTE antenna
mounting bracket

> Actual accessories might vary slightly from the list above as the customer order might be
different from the standard configuration options.

R102 Industrial Router | User Manual 7
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1.3 Specifications

Memory 128MB DDR2
System

Storage 32MB Flash
Ethernet 2 x RJ45, 10/100Mbps

o Wi-Fi 2.4GHz, IEEE 802.11 b/g/n, 300Mbps, AP & Client

Communication
4G LTE CAT M/4
WAN protocol PPP, PPPoE, DHCP
Serial port 1 x RS485 (default)
/0 SIM slot 2 x Drawer-type SIM slot

s
Antenna 2 x LTE antenna, 2 x Wi-Fi antenna
Grounding Enclosure & PCB

System Control

Reset button

LED indicator

1 x Reset button

3 x Signal strength indicator
1 x Power indicator

1 x Status indicator

1 x Internet indicator

1 x WLAN indicator

Dimensions 93.8mm x 93.3mm x 29mm
Enclosure Metal
Mechanical Installation DIN rail mounting
IP rating IP30
Cooling mode Fanless
Power Input 9-36V DC, over-current protection, reverse polarity protection
oS VantronOS based on Linux
Network
SNMP v1/v2c/v3
Software management
Device management
Vantron BlueSphere
platform
Firewall Supported
Data security PPTP, L2TP, GRE, IPSec, OpenVPN
Link detection Heartbeat detection, automatic reconnection
. Network reliability Multi-channel failover, Ethernet, Wi-Fi, 4G LTE backup
Security

Dual SIM switch

Dual backup, automatic switch

IP application Ping, Traceroute, DHCP Server/Client, DDNS
IP Routing Static routing
NAT Supported
Operating: -20°C~+60°C
Temperature
Environment Storage: -40°C~+70°C
Condition Humidity Storage: RH 5%~95% (non-condensing)

Certification

CCC, CE, FCC, PTCRB

R102 Industrial Router | User Manual
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1.4 Definition of Interfaces

1.4.1 LED Indicators

Vantron

1 -
-7

Brwar ’

u b W N

1. 4G LTE signal strength indicator

Signal strength Description
>66.67% The three indicators turn solid green
Between 33.34% and 66.66% The bottom two indicators turn solid green
<33.33% The bottom indicator blinks

2. Power indicator
When the Router is powered on, the power indicator will turn solid green.

3. Status indicator

System action Description
System bootup The indicator blinks
System running properly The indicator turns solid green
System upgrade or settings clear-up | The indicator blinks

4. Internet indicator

Network connectivity of the Router Description
Yes The indicator blinks
No The indicator is off

R102 Industrial Router | User Manual 9 www.vantrontech.com
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5. Wi-Fi indicator

Wi-Fi module status Description

A client is connecting to the
Router via Wi-Fi

The indicator blinks quickly

A client is connected to the The indicator blinks slowly, and turns solid green
Router via Wi-Fi inthe end

The Wi-Fi network is not in use | 1he indicator is off

1.4.2 Left Side View

Interface Description

1 WLAN antenna connector 1

2 Micro SIM slot 1

3 4G LTE antenna connector 1

4 Micro SIM slot 2

5 4G LTE antenna connector 2 (reserved)

6 Micro SD card slot (reserved)

7 WLAN antenna connector 2
Reset button

8 Press the button and hold for 3-10 seconds, the Router will be factory
reset. The system will reboot after the factory reset.

R102 Industrial Router | User Manual 10 www.vantrontech.com
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1.4.3 Right Side View

1 2 3 4 5
Interface Description
1 RS485
2 WAN port, set as eth0.2 in VantronOS
3 LAN port, set as eth0.1 in VantronOS
4 9-36V DC power terminal
5 Grounding screw

1.5 Serial Port Introduction

The serial port is in RS485 mode. Pinout description of the port is as follows:

No. Pin Node name Port Type Definition
1 A I/O RS485 A signal
2 B /dev/ttyS1 com1 I/O RS485 B signal
3 GND NC Isolated ground

Input the following command line to open the serial port with a serial port communication
program (e.g., microcom):

~# microcom /dev/ttyS1 -s 115200

R102 Industrial Router | User Manual 11 www.vantrontech.com
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CHAPTER 2 GETTING STARTED
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2.1 Setting up the Router

Before you proceed with configuration of the Router, follow the steps below to finish
hardware connection.

1. Use the mounting bracket and screws provided to install the Router to a secure place;

2. Insert an activated Micro SIM card into either of the SIM slots with the gold-colored
contacts facing up and the clipped side inward (dual SIM supported);

NS

WLAN o8

3. Push the Micro SIM card to secure it;

4. Insert a Micro SD card into the TF card slot with the gold-colored pins facing up;

o

WLANI
RESET

19191910,

5. Install the round head antennas to WLAN antenna connector and the sucker antennas to
the LTE antenna connectors, then tighten the rotating heads to secure the antennas in
proper position;

6. Connect one end of an Ethernet cable to the WAN port of the Router and the other to a
live Ethernet port;

R102 Industrial Router | User Manual 13 www.vantrontech.com
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7. Connect one end of another Ethernet cable to a LAN port of the Router and the other to
a host computer or client device depending on your use;;

2 - mm ........ - ‘: o
il il
@ GND m:gg WAN LAN FG + - i

o®0o
eeoo
oooc

acoe
cowo
cocoo

ooo0
ocoo

0000
oooo
ocoo
as00

i Skip the Ethernet connection steps if you choose wireless network connection.

8. Connect the terminal end of the female DC power connector to the power terminal of the
Router and the round end to the adapter;

0000
0000
0000
asco
0®00
ce®0
0000
0000
0000
oooe
o5e0
co®0

=]
[=]
L]

@ GO A WAN LAN
R3485
%%gig;i

/] If you are using the power connector supplied by Vantron:
Red wire: PWR (+)
Black wire: GND (-)

FG + -

@Doo

9. Plugthe adapter to a power outlet that meets the supply voltage requirement (9V to 36V)
to turn on the Router;

10.The power indicator will turn solid green upon power application.

i~ The antennas might be different from what used for illustration here. Should you have any
trouble installing the antennas, please contact the sales executive for solution.
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2.2 Router Login
The Router is designed to allow network connectivity with minimal configuration. That said,
you can configure the network settings and customize the Router from VantronOS interface.

1. Input the LAN port IP address of the Router in your browser to log in the VantronOS web
interface (default: http://172.18.1.1/).

°  Default user: admin / Super user: root

°  Default password: admin / Super user password: rootpassword
€ C @ 172181/

VanironOS

2. For SSH login, use the LAN port IP address (default: http://172.18.1.1/).

°  Port: 22

o

Account: root

o

Password: rootpassword

i> The web login address coincides with the LAN port IP address of the Router, so you might
have to change the login address when you reset the IP address.

i SSH login is disabled by default, refer to SSH Access included in 3.10.3 for more details.

R102 Industrial Router | User Manual 15 www.vantrontech.com
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2.3 Password Change

It is up to you to decide whether you would like to change the login password after logging
in VantronOS.

1.

N

Navigate to System > Administration;

Input the original password for the current user;
Input a new password and confirm the password;
Save the settings and apply;

The system will log out automatically;

Log in with the new password.

2.4 Language Change

Currently the system supports simplified Chinese and English. The system language is set
to automatically follow your browser language by default. You can change the system
language by navigating to System > System > Language and Style.

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

Language | auto v

General Settings  Loggmg  Language and Style

Design | X082 v

Auto: System language based on the browser language (default)

English: English interface

Simplified Chinese: Simplified Chinese interface

R102 Industrial Router | User Manual 16 www.vantrontech.com
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2.5 Interfacing with Vantron Gateway Management Platform

BlueSphere Gateway Management Platform ("GWM") is a cloud-based management portal
that empowers organizations to seamlessly provision, monitor, and manage Vantron loT
communication devices, including gateways, routers, and DTUs. By leveraging BlueSphere
GWM, organizations can streamline device setup, ensure real-time visibility into device
performance, and effortlessly control device configurations. This contributes to enhanced
operational efficiency and improved decision-making.

Before you can use the BlueSphere GWM for remote management of Vantron loT devices,
please make sure the following prerequisites are met:

e  You have obtained a license for login to the BlueSphere GWM
e The DMP agent is installed on the device for remote management

e The DMP agent is “enabled” (Refer to 3.10.4 DMP Agent for the configuration)

e  The serial number of the device is added to the BlueSphere GWM

R102 Industrial Router | User Manual 17 www.vantrontech.com
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CHAPTER 3 ROUTER SETUP VIA VANTRONOS
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3.1

Introduction to VantronOS

VantronOS is an intelligent operating system developed by the Vantron team, featuring
independent system and function development. It is built upon the Linux system and
optimized for embedded hardware. The operating system follows a modular design and
plug-in expansion approach, utilizing the Linux kernel with a built-in firewall to ensure
secure internet connectivity for Vantron loT communication devices, protecting them from
potential attacks.

VantronOS incorporates a user-friendly Ul interface based on the MVC framework,
providing a simple and efficient setting entry for users. Additionally, it offers seamless
interfacing with various cloud management platforms, including the self-developed
BlueSphere GWM, as well as popular platforms like Azure, Alibaba Cloud, Huawei Cloud,
and RootCloud. This enables users to remotely monitor, operate, and diagnose devices
without the need for on-site technical support engineers. VantronOS facilitates the
interconnection and interaction between users and the Industrial Internet of Things,
enhancing the overall efficiency and convenience of device management.

i In the following sections, should you find any features not displayed in the VantronOS
interface as an ‘admin’ user, please log in with the root account.

i> Make sure to save all settings and changes before exit to let them take effect.

R102 Industrial Router | User Manual 19 www.vantrontech.com
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3.2 Status

This page provides the overall information of the Router, including stable operation
duration, number of devices connected to the Router via wireless or Ethernet connection,
default routing, hardware information, traffic statistics, etc.

- Dverview

Overview
Stable Operation:
O 2mis (5
===
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Serial Number:
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Traffic Distribution  Application Protocsls
Traffic / Host Connections / Host
“ “ -
109.35 KB download
133.07 KB upload
410 connections
Haost AAC Connecti Download (Bytes / Packets) Upload (Bytes | Packets)
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Description of the numbered areas

1. Firmware version and auto refresh on/off

2. Stable running time of the Router since network connection

3. Current working status of Ethernet ports

(Both the LAN port and WAN port are connected in this case)
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11.

12.

13.

14.

A collection of network diagnostic tools

Instant default exit traffic

The model, serial number, and management address of the router in use
System log information

Kernel log information

Number of clients connected to the Router via Wi-Fi

You will access Wi-Fi settings upon a click of the number.

. Address information of clients connected to the Router

ARP Scan (:‘

IPy4-Address MAC-Address
12 0

2
=

i
s

2
=

i
s

Details of the router connectivity

The illustrative image varies with the communication module on the Router.
Default route currently used by the Router

Traffic distribution of clients connected to the Router displayed by MAC addresses

Clicking on each MAC address in the table at the page bottom will get the detailed traffic
information of the clients.

Application layer protocols

HTTPS, HTTP, and POP3S represent the top 3 protocols for data download and upload.
HTTPS, HTTP and DNS represent the top 3 protocols for device connection.
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3.3 Quick Start— Auto Routing

Automatic routing ensures that the Router maintains Internet access when multiple links

are available. It features automatic link detection, automatic route switching, and recovery.

The default link detection and data forwarding are prioritized based on the following rule:

Ethernet > Wi-Fi > LTE > others.

Auto Routin:
& Status > &
Quick sefting auto routing for multi WAN
£} Quick Start ~ | [ Enable 41 @
e e Running Mode | Static Mode v @
Link Detect Policy ‘ Delect Customized IP Addresses. v @
4b Viral Tunnel >
Tnterface EnableDisable Detect Gateway Detect Customized IP Addresses
Maltiple IP Separated by spaces @ @
& Network >
wan ‘ Enable v ‘ Disable v ‘ Factory default | “
£ Costomization >
celld ‘ Enable ~ ‘ Disable v ‘ Factory default -
= .
=i Hardware > wwan0 ‘ Enable v ‘ Disable v ‘ Factory default v “
£ Services s Track Interface Live Status @
Active Standby
€ syst o wan (eth0.2 celll (4g-cell0)
ystem Ontine (tracking active)  Online (tracking active)
X Logout ) Track Interface log @
<2023-88-17 83:49:17> 33 Nﬂ‘tify event trackﬁstnp if wwane dev wlan@ gw 192.168.28.1
<2023-88-17 83:49:17> 33 Nﬂ‘tify event trackﬁstart if wan dev ethe.2 gw 192.168.19.222
<2023-08-17 @3:49:17> 33 Notify event track_start if celle dev 4g-celle gw 10.64.64.64
<2023-88-17 ©3:49:17> 33 Notify event online if cell® dev 4g-cell® gw 10.64.64.64
<2023-08-17 ©3:49:17> 33 Notify event online if wan dev eth@.2 gw 192.168.19.222
<2023-88-17 ©3:49:18> 33 Notify event linkswitch gw 192.168.18.222
<2023-08-17 ©3:49:26> 33 Notify event track_start if wlan@ dev wlan®@ gw 192.168.28.1
<2023-88-17 ©3:49:26> 33 Notify event track_stop if wlan®@ dev wlan® gw 192.168.28.1

Description of the numbered areas

1. Enable/Disable route tracking

2. Mode of the automatic routing (refer to the details below)

3. Automatic link detection policy (refer to the details below)

4. Enable/Disable link detection for a specific network interface

In the screenshot above, wan stands for Ethernet connection, cell0 for cellular

connection, and wwanO for Wi-Fi connection.

5. Enable/Disable gateway detection

6. Customized IP address detection (heartbeat or gateway address)

7. Edit the auto routing rule of a specific network interface (refer to the details below)

8. Link status

9. Link detection log and service running log
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Mode of the automatic routing

Mode Description
Static mode 1. The user-designated link priority takes precedence;
(Default) 2. If the user does not designate the link priority, the default

rule will apply.
1. The default rule governs the entire routing policy;
Dynamic mode 2. The user-designated link priority will be disabled.

This is not recommended when special applications are
installed on the Router that rely on the designated link priority.

Automatic link detection policy

Policy Description

1. You can set IP addresses for a specific network interface. If
these IP addresses have packets received and transmitted,

Detect customized IP . . . o ls o
the interface is active and set “Online”;

addresses

2. If the Router is located at a place without access to external
network, please change the policy to “Detect gateway” or
add some IP addresses that the Router can detect.

(Default)

This policy is to identify the IP address of the gateway on the

current network.
Detect gateway You are recommended not to apply this policy for P2P/PPP
connection scenarios, in which circumstance, verifying the

public network IP address (such as 8.8.8.8) is recommended.
Note:

1. Please choose an appropriate policy based on the device’s network position and the
network access protocol used by the network interface.

2. If you have configured for both “Detect customized IP addresses” and “Detect
gateway”, the gateway detection will take precedence.

3. If you have selected “Detect customized IP addresses” but have not provided any IP
address, it will automatically switch to gateway detection.

4. Refer to the next page on editing the routing rules for more details.
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Clicking on the Edit button behind an interface will direct you to the rule editing page as

follows.

Advanced Setting

Interface

Interface wan
EnableDisable ‘ Enable
Metric |10

i@ Metric, Range:1-255
Count ‘3

(@ times
Timeout ‘5

{@ seconds
Tnterval |10

(@ seconds
Detect Gateway ‘ Disable
Detect Customized IP Addresses ‘ Factory default

{@) Multiple IP Separated by spaces

©

Description of the numbered areas

1. Enable/Disable the route tracking on this interface

2.  Gateway metric (The smaller the number, the higher the priority)

O® © 6 ® OO

T o

3. The count of total messages sent in case of a detection timeout (3 by default)

4. The timeout for a single tracking (5s by default)

5.  Tracking interval, defined as from the completion of one tracking to the initiation of the

next tracking (10s by default)

6. Enable/disable gateway detection

7.  Select the default IP addresses (‘factory default’) or customized IP addresses (‘custom’)

for IP detection
8. Save & Apply the settings

9. Go back to the automatic routing page
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3.4 \Virtual Tunnel

A virtual private network (VPN) lets you use the Internet to securely access your network
remotely. The Router supports such VPN protocols as PPTP, L2TP, GRE, Ipsec, and
OpenVPN to ensure data confidentiality and undisturbedness.

You can configure the Router either as an OpenVPN server or an OpenVPN client based on
needs.

3.4.1 OpenVPN Server

Basic and advanced settings for OpenVPN server are accessible on this page.

= odiaws -

OpenVPN Server

€ Quick Start o || e @

Local Time
4} Virtual Tunnel v

.- OpenVPN Server Enable
L IPSEC Proto
L VPN Client Work mode
Port
i Network & WAN DDNS or IP
B Users Manage > g
= Clieat Network
¥ Customization >
Clieat Settings
%8 Hardware H
L Services >
~ Extension Configusation
&' System >
X Logout >

OpeaVPN Client config file

el [0

[ TCP Server IPv4 v

‘ tun [Werking in route mode] ~

1194

| 152168 19 225 (eth0 2) ~
@ Select valid WAN IP or Input DDNS or public [P

‘10.8.0 0 255.255.255.0
i@ VPN Client Network IP with subnet

route 10.8.0.0 255255 265.0 £

comp-lzo adaptive =

“@ ® PO

redirect-gateway def1 bypass-dhcp

dhcp-option DNS 10.8.0.0
=] Set route 10.8.0.0 2552552550 and dhep-option DNS 10.8.0.0 base on your router

comp-1z0

(@ (1)The Extension Configuration you would like to append to ovpn file for openupn client

Download .ovpn file

(@ I you are using I0S client, please download this .ovpa file and send it via Email to your I0S device

© [T

Follow the steps below to build an OpenVPN Server:

1.

2.

Enable the server;

Select a protocol;

Synchronize the Router time with the browser (local) time;

TCP provides an ordered delivery of data from user to server (and vice versa), whereas

UDP is not dedicated to end-to-end communications, nor does it check the readiness of

the receiver.
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4. Select a working mode between tap and tun;

i> Tap bridges two ethernet segments at different locations, so use tap if you need to
connect to remote network (remote desktops, PLCs, controllers, etc.). If you only need
network connection, then use tun.

5. Set a port that the server is to monitor;

6. Choose the WAN port IP or DDNS or public IP that the server is to monitor;

7. Assign avirtual IP network for the clients;

8. The basic configurations sent to the clients (not applicable to the tap working mode);
9. The extension configurations sent to the clients;

10. Download the configuration file for client connection (not necessary for server setup);
11. Save & Apply the settings;

12. Status of the OpenVPN server after the setup.

OpenVPN Server

openvpn server is running—- ,the pid number: 23162

i~ Once the OpenVPN server is set up, an interface named PLC2DOWN will be added
automatically so that users could make further changes.

e
belan

4G

L Interfaces

Advanced Setting allows you to set the authentication method, certificate authentication
options, and renew the system certificate.

Run Log displays the details after the server setup.
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3.4.2 VPN Client

To connect the Router to a VPN server and use it as a client, navigate to Virtual Tunnel >

VPN Client for specific settings.

=l e
il success TPvd: 1050.0245.253.295.0 Upsimesth 2 493 BX: 0 B TXC 01 s phd mumber: 16301 (1)
€ Quick St 3
User VPN Internet Server VPN e
Devices Client Provider Server
1. opant > | ( )) N
— |& oP.owolfe
P P e sy | Rt

B e | | it szt 2 _ ™
- WA Protocel @) [ovemen B swercn rcioco: BE
™ Costomization » S T (3
Eaabied (B
B Hardwan » Ceafipranic Trpe @) TR =
> e (8)  Cooan ocut e Chome Fie | tig fie chosen. | Upload .E:.

Arsbestcheate Made

®

Usa Comcatan w
0 Update actoesasically, plesse oet change # masulhy:

© ST

Description of the numbered areas

Synchronize your VPN time with the browser (local) time

Select a WAN protocol for the virtual line (OPENVPN & PPTP available)
Click to switch to the protocol

Check or uncheck the box to enable/disable the protocol

Only when the protocol is enabled will subsequent options be displayed. The subsequent
options correspond to the type of WAN protocol selected.

If you select OpenVPN as the WAN protocol, you’ll have to continue with the
configuration using a .ovpn file

If you select PPTP as the WAN protocol, you shall input the PPTP server IP, user name
and password as indicated.

Select the local .ovpn file for configuration
Upload the local profile
Select to use a certification or username & password for the authentication

The mode will update automatically, leave it as is.
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10.

11.

12.

13.

14.

Set the MTU

Set the gateway metric (between 1 and 255)

The smaller the number, the higher the priority.

Disable/Enable heartbeat detection

Select custom and enter the IP address for heartbeat detection to enable the mechanism.
Enter a custom DNS Server

Save & Apply the settings

Status of the VPN client after the setup

VPN Client

dial success IPv4: 10.8.0.1/255.255.255.0 Uptime:(h 7m 45 RX: 0 B TX: 0 B the pid number:16301

3.5 IPSec Connection

3.5.1 Prerequisites

An R102 industrial router (‘G1’ for short)

A supporting device (gateway/router) that runs on VantronOS and supports IPSec (‘G2’
for short)

Certificates for the router and the supporting device:
Assume that the IP addresses of the G1 and G2 are as follows:
Gl— LANIP: 172.18.2.1, WANIP: 192.168.9.78
G2— LANIP: 172.18.3.1, WANIP: 192.168.9.82
Assume the certificates of the two devices are as follows:
Gl—

X509 root certificate: rootca.cert

X509 certificate: 78.cert

Private key: 78.priv.key

Public key: 78.pub.key

G2—

X509 root certificate: rootca.cert

X509 certificate: 82.cert

Private key: 82.priv.key

Public key: 82.pub.key
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3.5.2 Certificate Setup

upload the certificates (take G1 as an example):

£ Status >

& Quick Start >

4F Virtual Tunnel v

- OpenVEN Server
L IPSEC

i VPN Client

5 Network &
B Usess Manage L
Y Customization >
5 Hardware >
'o Services 2
€ System b
X Logout L

IPSEC Status IPSEC Setting
IPSEC Setting IPSEC certificate management

IPSEC Connections

x509ca informations

Create Connection In Guide

IKE policy ™ Name Filesize
IPSEC policy x509 informations

Authentication Management m Name Filesize Subject

s T private key informations

Certificate Management

m N: Filesiz
Virutal TP Pools il “
IPSEC Setting public key informations
o Name Filesize
IPSEC Certificate Config

IPSEC Rummin; States CULREEIEE Choose File | rootca.cert @
Fners HERTig X509 Certificate Choose Fie |78cet  (2)
() Restart Private Key 78 privkey @
() Reload

-5 Pai ey [omsosie | repumsey (2)
(" )step

o

Auto generate one pair of private and public key

Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Certificate Management to

Subject Action

altNames subjkey Action
subjkey Action
subjkey Action

Filename ‘

Follow the steps below to upload the certificates.

1.

2.

3.

4.

5.

Select the X509 root certificate;
Select the X509 certificate;
Select the private key;

Select the public key;

Click OK to upload the certificates for G1.

The above screenshot only illustrates how to upload the certificates for G1. Please follow

the same way to upload the certificates for G2.
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You can use the tool located at the bottom of the page to generate a pair of private and public
keys, which, however, can only be used as public key authentication.

private key informations

ID Name Filesize subjkey Action
0 22 pub key.pem 1675 T8:4a5a:9a:88:2e:13:2¢:60:5d:96 -ed:e7:35:d5:b8:0e:46:8a:02 Delete
1 82 privkey.pem 1679 30:Ta:34:15:92:a4:07:20:21:e9:6c:ae:aT:ea:3£:69:70:al :e4:82 Delete
public key informations
ID Name Filesize subjkey Action
0 82 pubkeypem 451 78:4a:5a:9a:88:2e:13:2c:60:5d:96 ed:e7:35:d5:b8:92:46:8a:02 Export | Delete
1 82 privkeypem 451 30:7a:34:15:92:a4:07:20:21:e9-6c:ae-a7-ea:3f09:70:al :e4:82 Export | Delete
IPSEC Certificate Config
X309 RootCA Choose File | rootca.cert
X509 Certificate Choose File | 78.cert
Private Key Choose File | 78.priv.key
Public Key Choose File |78.pub.key
‘ 0K ‘ | Cancel
Auto generate one pair of private and public key
Filename | test @
®
private key informations
ID Name Filesize subjkey Action
0 @ 1675 aT-ec:00:06:04:75:63:d6-eb:52:af abib1 Te-cd:ae:40:50:32:4d Delete
1 82 pub key.pem 1675 78:4a:3a:9a:88:2e:13:2c:60:5d:96:ed:e7:353:d5:b8:9e:46:8a:02 Delete
2 82 privkey pem 1679 30:72:34:15:92:a4:67:20:21:e9:6c:ae:aT-ea:3f:09:70:a1 :e4:82 Delete
public key informations
ID Name Filesize subjkey Action
0 451 aT-ec:00-f6:d4:75:63:d6:eb:32:af-ab-b1:Te:cd-ae:40:50:32:44 Export | Delete
1 82pubkeypem 451 78:4a:5a:0a:88:2e:13:2¢:60:5d:96:ed:e7:35:d5:08:0e:46:8a:02 Export | Delete
2 82.privkeypem 451 30:7a:34:15:92:a4:07:20:21:e9:6c:ae:a7:ea:3f:b0:70:a1 :e4:82 Export | Delete

Description of the numbered areas

1. Input a file name for the keys

2. Click Generate to generate the keys
3. Newly generated private key

4. Newly generated public key

www.vantrontech.com
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3.5.3 Secret Setup

This configuration only applies when pre-shared key (PSK) is selected as the secret type.

e Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Secretes Management to
configure a local secret (take G1 as an example):

= Stamus >

L Quick Start >

4} Virtual Tannel v

i--- OpenVEN Server

... [PSEC

L VBN Ctient
& Network >
I# (Teare Manaca >

IPSEC Status

IPSEC Setting

IPSEC Connections

Create Connection In Guide

IKE policy

IPSEC policy
Authentication Management

Certificate Management
Virutal IP Pools

IPSEC Setting

IPSEC Running Status

IPSEC Setting

IPSEC secrets management

™ Enable Name Auth Tdentify(ID) Secret Action
IPSEC Secrets Config

L ‘ local_pwd @

ez | Enabled v @

Seeret Type | PSK(Pre-Shared Key) ! @

PSKID[] ‘ 192.168.9.78 @

Secret ‘ pwdtest @

OE

Follow the steps below to set a local secret.

1. Assign a name for the secrete;

2. Select Enabled from the dropdown list to enable the secret;

3. Select PSK as the secret type;

4. Inputthe PSKID: 192.168.9.78 (WAN IP of G1);

5. Input a password;

6. Click OK to save the secret.
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e Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Secretes Management to
configure a remote secret (take G1 as an example):
IPSEC Status IPSEC Setting
£ Stas >
IPSEC Setting IPSEC secrets management
£ Quick Start > IPSEC Connections
) . ID  Enable Name Auth Identify(ID) Secret Action
Cmmc_"mo'JMGde 0 =} local_pwwd psk 192.168.9.78 pwidtest Edit | Delete
—
: IPSEC policy
|-~ OpeaVEN Server P IPSEC Secrets Config
"N [rome s ©
M— Certificate Management Enable |Enabled v @
L VPN Client Virutal IP Pools —
IPSEC Setting vpe | PSK(Pre-Shared key) = @
PSED[] | 192.168.9.82 @
1 Network >
e | testpwd @
I
Follow the steps below to set a remote secret.
1. Assign a name for the secrete;
2. Select Enabled from the dropdown list to enable the secret;
3. Select PSK as the secret type;
4. Inputthe PSKID: 192.168.9.82 (WAN IP of G2);
5. Input a password;
6. Click OK to save the secret.
IPSEC secrets management
ID Enable Name Auth Identifyv(ID) Secret Action
0 = local pwwd psk 192.168.9.78 pwdtest Edit | Delete
1 5| remote_pwd psk 192.168.9.82 testpwd Edit | Delete

The local secret of G1 acts as the remote secret of G2, and the remote secret of G1 acts as

t

he local secret of G2.
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3.5.4 IPSec Connection Setup

172.18.2.5/24 A — — D 172.18.3.5/24
192.168.9.78/24 192.168.9.82/24
172.18.2.6/24 B G1 G2 = 172.18.3.6/24
172.18.2.1/24 172.18.3.1/24
172182 Fiza o — — F 172.18.3.7/24

Introduction to the above scenarios

e Scenario 1: Host-to-Host, G1 connects with G2 via IPSec, and subnets are not
connected

e Scenario 2: Site-to-Site, G1 connects with G2 via IPSec, and subnets are connected

e Scenario 3: Remote access (Server), D connects to G1 via IPSec with access to subnets
of G1

e Scenario 4: Remote access (Client), A connects to G2 via IPSec with access to subnets
of G2
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STEP 1: Enabling IPSec

IPSEC Status
£ stas >
IPSEC Setting
L Quick Start > IPSEC Connections
Create Connection In Guide

4} Virtwal Tunnel v EEEA)

: IPSEC policy

}-- OpenVPN Server Authentication Management

E,,, — Secrets Management

i Certificate Management

t-- VPN Client Virutal IP Pools

IPSEC Setting @
e Network >
B Users Manage 3 IPSEC Running Status
Status: Stopped

™ Customization >
B Hardware >
L Services >
& System ©
X Logout >

Description of the numbered areas

Loglevel

IPSEC Setting

IPSEC Basic Setting
Enable

MO

IPSEC Security Setting
nable Aggressive Mode For IREVI + ||
SK.

IPSEC and IKE Proposals Configration

IKE Proposals configrations

aes128-sha1-prisha1-modp2048
aes256-sha256-prisha258-modp2048

TPSEC Proposals configrations

aes128-shal

‘ Control

13

4

TKE NON-AEAD proposals

Eneryption

ey PRF DH Growp

- - - ~

TKE AEAD proposals

AEAD Encryption. PRF

DHGrow

v ~ v

Add

TPSEC Non-AEAD proposals

Encryption

Tategrity DH Growp(PES)

~ ~ ~

IPSEC AEAD proposals

READ Encnption

DH Group(FFS)

Cancel

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC Setting

2. Enable IPSec settings

3. Click OK to save the setting

After the settings are loaded, the status of IPSec will change to ‘running’ as follows.

IPSEC Running Status

Status: Running
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STEP 2: IKE policy configuration

Configurations for scenarios 1 and 2:

G1 setup
- IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC IKE Policy
& Quick Start > IPSEC Comnections
m Enable Name Version local address remote address Action
Create Connection In Guide
. -IKE ‘policy @ X
e - IPSEC IKE Policy Config
¢ TPSEC policy A
- ErmTE S Authentication Management b= [ toe2 @
| e Secrets Management Enable ‘ — P @
H Certificate Management
i ] Local Address @
L VBN Client O — [192158978
IPSEC Setting R [ 152168082 @
& Network > + Advanced e
B 1t .

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy
2. Assign a name to the policy

3. Select Enabled from the dropdown list to enable the policy

4. Input the local address: 192.168.9.78

5. Input the remote address: 192.168.9.82

6. Click OK to save the settings

G2 setup
- TPSEC Status IPSEC Setting
& Status >
IPSEC Seiting IPSEC IKE Policy
© Quick sant > e Cm’ﬂ"_.ms } ID  Emble  Name Version Tocal address remote address Action
Create Comnection In Guide 0 = 10,82 IKE2+IKEv1 192168978 192.1689.82 Edit | Delete
b Virtual Tunnel ~ + LKE policy @
. TPSEC policy .
P = IPSEC IKE Policy Config
O Authentication Management — @
i to_78
R Secrets Management [ 1o
Certificate Management B ‘ Enabled v ®
L.« VPN Client y
AN lhrmiliites. [ 152168982 @
IPSEC Setting
Remote Address ‘ T D @
i Network >
+ Advanced e
B GienMamsze > | pspC Ruming Status

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy
2. Assign a name to the policy

3. Select Enabled from the dropdown list to enable the policy

4. Input the local address: 192.168.9.82

5. Input the remote address: 192.168.9.78

6. Click OK to save the settings
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Configurations for scenario 3 (swapping the configurations of G1 and G2 will get you the
configurations for scenario 4):

G1 setup
IPSEC Status IPSEC Setting
£ stas »
IPSEC Setting IPSEC IKE Policy
& Quick Start > IPSEC Connections '
3 = I Enable Name Version local address remote address Action
Eotte Comsection In Onide 0 = 082 IKEV2+IKEv1 192.168.0.78 192.1689.82 Edit | Delete
T — - @ 1 a o 78 IKEx2+IKEx] 192.168.9.62 192.168.9.78 Edit | Delete
& Cpek Vi Sayer Authentication Management
4 & IPSEC IKE Policy Config
.. PSEC Secrets Management ‘Name | 1082 @
Certificate Management -
L-- VPN Client Veratal IP Pools Enzble Enabled v @
IPSEC Setting R Sl [ 192108978 @
dh Network > Remote Address [2tse08 ®
P Advanced @
Jsers Manage »
IPSEC Running Status ~IKE Versi
Status: Running IKE Proposals
% Customization > 5
| ) Restat - Virtual IP Pools @
@) Reload Select Y ‘
B Hardware > o R S @1 As 8 Responder v
op
| Stan rRatIE Forks selected available
€ Services > & o a
to
0K =
Y=
& System »
' = ®
X Logout b . .
+ Retry IKE Negociate Times
+ rekey time
-+ reauthentication time
+ DPD{Dead Peer Detection)
+ DSCP(Differentiated Services Code Point)
+ Encap UDP
+ MOBIKE(RFC4555 - IKEv2 Mobility and Multihoming Protocol)
(I0]" A I e 1

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy
2. Assign a name to the policy (to_82)

3. Select Enabled from the dropdown list to enable the policy

4. Input the local address: 192.168.9.78

5. Input the remote address: 192.168.9.82

6. Click Advanced to access the advanced settings

7. Click Virtual IP Pools

8. Select ‘Responder’ as the role of G1

9. Double click the available ‘to_82’ IP to select it

10.Click OK to save the settings
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G2 setup
= IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC IKE Policy
£} Quick Start > IPSEC Connections - q
i _ ID  Enable  Name Version Local address remote address Action
Create Connection In Guide 0 082 IKEv2+IKEv1 192.1689.78 192168982 Edit | Delete
5 E : : 2 ) 216897 i
4} ViralTonnel @ 1 1078 IKEv2+IKEx1 192.1689.82 192168978 Edit | Delste
. IPSEC policy
e Avthentication Management IPSEC IKE Policy Config
PSEC Secrets Management ame ‘ 078 @
H Certificate Management .
L. ven nable
T Virntal IP Pools | Enatied @ @
IPSEC Setting Lol [ 192168982 @
& Network > Remote Address ‘ 102168.078 @
[ o - Advanced @
SEers anage > =
IPSEC Running Status + IKE Version
Stams: Running + IKE P 1
™ Customization > L e
() Restat - Virtual IP Pools @
(@) Reload ,
B Hardware > < Sdectlouuk @ | As a Initiator v
()stop
(st Virtual IP Address @ | So0E
L services > + Retry IKE Negociate Times
[ ok ]
+ reley time
L+ System > T
+ reauthentication time
+ DPD{(Dead Peer Detection)
X Logout >
+ DSCP(Differentiated Services Code Point)
+Encap UDP
+ MOBIKE(RFC4555 - IKEv2 Mobility and Multihoming Protocol)
Kl[]) QK ‘ ‘ Cancel

Description of the numbered areas

1.

2.

Click Advanced to access the adva
Click Virtual IP Pools

8. Select ‘Initiator’ as the role of G2
9. Input a virtual IP (0.0.0.0)

10.Click OK to save the settings

Input the local address: 192.168.9.

Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IKE policy
Assign a name to the policy (to_78)

Select Enabled from the dropdown list to enable the policy

82

Input the remote address: 192.168.9.78

nced settings
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STEP 3: IPSec policy configuration

Configurations for scenario 1:

G1 setup
IPSEC Status IPSEC Setting
B st »
TPSEC Serting IPSEC Policy Informations
uick Seant IPSEC Conneets
© quk ’ et ] Enabie Name mode foral P —
Creme Crenectice [= Guide
’ S IRE poticy
) IPSEC Policy Config
- oput s S e e 1@
s Secvers Manapemmens Esuble [ v @)
o Certificate Masapesieat T ke }'\
il Vanutal [P Pecls e XA
IPSEC Seming Lecal AddromlTrafc Gelecte) [wewesss | (5)
b Newwoek , e ©®
= Advanced
B Users Mamage » IPSEC Ruaaing Starm o~
QL | Cancel

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_82)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the local address: 192.168.9.78

6. Input the remote address: 192.168.9.82

7. Click OK to save the settings

s - IPSEC Sevmun. IPSEC Ssming
&= Status
TPEEC Serting IPSEC Palicy Infermations
€ Quack Stant 3 IPSEC Connecr
gk Jous Pt i m Emable Name made leeal remate 13 Asnion
Create Coanecton [= Guide
= 5 IKE potiey
Ab Virtual Tunael s IPSEC Policy Config
e [msecois | (D) b — =
- OV Sene i b M e [ 2)
IPsED i Enatied
VN Cliemt i Tunned ¥ '_,1
Locul Addbresa(Trafi: Selectr) [eewase | \’J)
s A o =
1 Network > Pemote Addvers(Traffic Selectoe} 1521887 \-l/|
+ Advanced
B v Manage 3 IPSEC Runsing Status D i
z s

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_78)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the local address: 192.168.9.82

6. Input the remote address: 192.168.9.78

7. Click OK to save the settings
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Configurations for scenario 2:

G1 setup
- IPSEC Status IPSEC Setting
. IFSEC Seiting IPSEC Policy Informations
€ Quick 5tan » IPSEC Conmections =
s 7 b ke i Laable Name mde kesal ts remote s
% @ IPSEC Policy Config
|- Open VP Server P L T i, | 1o_62 sne @
meEe ‘Secrets hmagemens Enatle | [—— v 6}
PN Cloms :::i:::fﬂﬂ Timogort bcds Tunrad - @
IPSEC Serting I e [7z1mz12e fj
i Network » Reliooé Ao e [1r2rm31ma \r:o
+ Advanced
B Users Manage s [PSEC Runateg Stacis ”\_"_“) = p—r
Description of the numbered areas
1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_82_site)
3. Select Enabled from the dropdown list to enable the policy
4. Select Tunnel as the transport mode
5. Input the local address: 172.18.2.1/24 (LAN IP of G1)
6. Input the remote address: 172.18.3.1/24 (LAN IP of G2)
7. Click OK to save the settings
G2 setup
8 e i IPSEC Starus IPSEC Seming
IPSEC Setting IPSEC Policy Informations
€ Qusck stan ) [:SEC:MN: s = i Z = S —
D) IPSEC Policy Config
}- Ope VP Serve AT e Name [ to_7e_ste O
i Secrers Managesmess Eeatle Eaabiad O
Lo VPN Clieat \‘:—:::;:v;m- R [ Tunnes v O
[PSEC Semeng Lo Ak Tt Seiaoy [r2mmares 'Cj
i Metwork » Prmees Addreaa(Traffie Selecsce) | 172182124 (_j
+Advanced

B Users Manage >

IPSEC Running Status

Description of the numbered areas

L

cancel

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy

2. Assign a name to the policy (to_78_site)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the local address: 172.18.3.1/24 (LAN IP of G2)

6. Input the remote address: 172.18.2.1/24 (LAN IP of G1)

7. Click OK to save the settings
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Configurations for scenario 3 (swapping the configurations of G1 and G2 will get you the

configurations for scenario 4):

Virtual IP setup of G1

— IPSEC Status IPSEC Setting
= Status 1
IPSEC Setting IPSEC virtual ip address pools
L Quick Start > IPSEC Connections
D Enahle
Crezte Connection In Guide

Name Address

= IKE policy
IPSE:P;W Virtual IP Address Pool config

OO

r OpenVFN Server Authentication Management - | o2
: IPSEC Secrets Management Enzble | Enabled
i Certificate Management
' = Address
—— 10.10.7.0/24
b-- VPN Client Virotal [P Pools | (1) |
IPSEC Setting

O

Cancel |

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Virtual IP Pools

2. Assign a name to the policy (to_82)
3. Select Enabled from the dropdown list to enable the policy
4. Input a virtual address: 10.10.7.0/24

5. Click OK to save the settings

IPSec policy of G1

mode local ts

<

eelelC)

— IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Policy Informations
L Quick Start > IPSEC Connections
D Enable Name
Create Connection In Guide
- IKE policy .
4} Virtual Tannel v e @ IPSEC PO]J('y COﬂﬁg
F URILERE Aupthentication Management s | to_82_server
1w Secrets Management Enable | Enabled
H Certificate Management Traneport Mods
t-- VPN Client Virutal IP Pools | Tunnel
IPSEC Setting L o) [ 10107224
& Network » Remote Address(Traffic Selector) |
+Advanced
[ Users Manage % IPSEC Running Status | U
6 ) oK

| | Cancel

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSec policy
2. Assign a name to the policy (to_82_server)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the local address: 10.10.7.0/24

6. Click OK to save the settings
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Navigate to System > Terminal > Settings to enable the terminal.

Setting
2 stts > =
Terminal
€ Quick Start > | Terminal notnm!
Enable Dissble ‘ disable bod
4} Virtual Tunnel > disable
-
& Network >
B Users Manage >
Y Customization >
5 Hardware >
£ Services >
¢ System »
Lo System
-~ NEM Setting
-~ Administration
- Terminal

Log in with root account (default password: rootpassword), and input the following
command to add the IP to G1.

ip address add 10.10.7.2/24 dev ethO

IPSec policy of G2

— IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Policy Informations
£ Quick Start > IPSEC Connections
i} Enable Name mode Tocal ts
Create Connection In Guide
= IKE policy .
1; Yirtunal Tunnel v —— @ IPSEC POll(‘y Conﬁg
b-- OpenVEX Serer T A et s 10_78_client ©)
L msEc Secrets Management Enable [ Enatied v @
El . Certificate Management Transport Mode | F— ” @
= e Virutal IP Pools
IPSEC Setting Local Addresy(Traffic Selector) |
s R Remote Address(Traffic Selector) [0 107024 @
® + Advanced
Users Manage > .
IPSEC Running Starus | @OK ‘ ‘ Cancel ‘

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC policy
2. Assign a name to the policy (to_78_client)

3. Select Enabled from the dropdown list to enable the policy

4. Select Tunnel as the transport mode

5. Input the remote address: 10.10.7.0/24

6. Click OK to save the settings
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STEP 4: Authentication management

Three ways are available for the authentication: certificate, PSK, and public key.

Certificate authentication

Configurations of G1 for local authentication

IPSEC Status
E staws >
IPSEC Setting
€ Quick Start > IPSEC Connections
Create Connection In Guide
4F Virtual Tunnel v D
: IPSEC policy
i~ OpenVPN Server Authentication Management @
T Secrets Management
i Certificate Management
R Cee Virutal TP Pools
IPSEC Setting
& Network >
B Users Manage > IPSEC Running Status
£™ Customization >
5 Hardware >

Description of the numbered areas

IPSEC Setting

IPSEC Authentication Management

in] Enable Name Authentication Method Tdentify(ID) Key Action

IPSEC Authentication Config

N

Enzble | Enabled ~ @

. \

AnthesriS O ‘ Certificate = @

Choose Certificates selected available
Th.cert

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available ’78.cert’ certificate to select it

6. Click OK to save the settings
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Configurations of G1 for remote authentication

— IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Authentication Management
£ Quick Start > IPSEC Connecti
Q i D Enable Name Authentication Method Identify{ID)
Create Connection In Guide
. IKE policy
4} vVirtual Tunnel 13 b553, . : .
_ IPSEC policy IPSEC Authentication Config
| Authentication Management |® Name | remote cert @
& Network > Secrets Management Enehl
: . | Enabled v @
Certificate Management
- D
B Users Manage > Virutal IP Pools |
IPSEC Setting Authertcation Method " Gonpicatg - @
™ Customization > Choose Certificates amm ian
- ? 78.cert
| e B IPSEC Running Status
Status: Running @
L Services >
. &
& system ? | (G)OK | ‘ Cancel |

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available '78.cert’ certificate to select it

6. Click OK to save the settings
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Configurations of G2 for local authentication

IPSEC Status
£ sttus >
IPSEC Setting
€} Quick Start ) IPSEC Connections
Create Connection In Guide
4} Virtal Tunnel v TKE policy
; IPSEC policy
- OpenlVPX Server Authentication Management @
| Sectets Management
! Certificate Management
e TS G Virutal IP Pocls
IPSEC Setting
e Network >
B Users Manage £ [PSEC Running Status
Status: Runming
£ Customization > L
5 Hardware >

Description of the numbered areas

IPSEC Setting

IPSEC Authentication Management

D Enable Name Authentication Method Identify(ID) Key Action

IPSEC Authentication Config

Ne

Enzble ‘ Enabled o @

= \

Authentication Method ‘ Cerlificale v @

Choosze Certificates selected available
82 cert

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available '82.cert’ certificate to select it

6. Click OK to save the settings
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Configurations of G2 for remote authentication

— IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Authentication Management
£ Quick Start > IPSEC Connecti
Q i D Enable Name Authentication Method Identify{ID)
Create Connection In Guide
. IKE policy
4} vVirtual Tunnel 13 b553, . : .
_ IPSEC policy IPSEC Authentication Config
| Authentication Management |® Name | remote cert @
& Network > Secrets Management Enehl
: . | Enabled v @
Certificate Management
- D
B Users Manage > Virutal IP Pools |
IPSEC Setting Authertcation Method " Gonpicatg - @
™ Customization > Choose Certificates amm ian
- ? 82.cert
| e B IPSEC Running Status
Status: Running @
L Services >
. &
& system ? | (G)OK | ‘ Cancel |

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Certificate is the default authentication method

5. Double click the available '82.cert’ certificate to select it

6. Click OK to save the settings
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PSK authentication

Configurations of G1 for local authentication

IPSEC Status
£ status >
IPSEC Setting
€} Quick Start > IPSEC Connections
Create Connection In Guide
4} Virtwal Tunnel > Ry
IPSEC policy
Authentication Management @
& Network > Secrets Management
Certificate Management
B Users Manage > Virutal IP Pools
IPSEC Setting
£™ Customization >
5 Hardware 2 TDFL Rumnina Qtatns

Description of the numbered areas

IPSEC Setting

IPSEC Authentication Management

jin] Enable Name Authentication Method Identify(ID) Key

IPSEC Authentication Config

e ‘ local_cert @
[l ‘ Enabled v @
0 | 192168978 @
Authenticatin Met2od [ psiipre-shared Key) v ®
preshared key need to set preshared key? goto 'secrets management' add vour secrets.

| ‘ Cancel |

QG) OK

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Input the ID same as that set in Secret Management (192.168.9.78)

IPSEC secrets management

D Enable Name Auth Identify(ID) Secret Action
0 =B | local puwd pak 102.1689.78 pondtest Edit | Delete
1 = T P ToE ToLT089.82 testpwd Edit | Delete

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings
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Configurations of G1 for remote authentication

— IPSEC Status IPSEC Setting
= Status >
IPSEC Serting IPSEC Authentication Management
L Quick Start > IPSEC Connecti
Q — ID  Enable Name Authentication Method Identify(ID} Key Action
Create Connection In Guide 0 local_cert PSK(Pre-Shared Key) 192.168.0.78 Edit | Delete
b Virtwal Tunnel > ISy
IPSEC policy . . .
e IPSEC Authentication Config
Authentication Management @
i Network > Secrets Management Bt | remole_cert @
Certificate Management Ensble | p— ” @
nable
[ Users Manage > Virutal IP Pools D
1PSEC Setting [ 192168902 @
Authentication Method
™ Customization > | PSK(Pre-Shared Key) M @
preshared key need to set preshared key? goto 'secrets management’ add your secrets.
| Hemes D IPSEC Running Status [ o (B

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (remote_cert)

w

. The certificate is Enabled by default

4. Input the ID same as that set in Secret Management (192.168.9.82)

IPSEC secrets management

D Enable Name Auth Identifv(ID) Secret
0 = local pwwd psk 192.168.9.78 pvdtest
1 = | remote_pwd sk 192.168.0.82 testpwd |

Action
Edit | Delete
Edit | Delete

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings
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IPSEC Status IPSEC Setting
IPSEC Setting IPSEC Authentication Management
€} Quick Start ) 1PSEC Connections 3
ID  Enable Name Authentication Method Identify(ID) Key  Action
Create Connection In Guide
. IKE policy
4} Virtual Tunnel v - = 3 q
_ IPSEC policy IPSEC Authentication Config
* OpenVPN Server Authentication Management @ Name ‘ [rer Ll @
L Secretz Management
L IPSEC = Enzble
| Certificate Management | Enavea e @
S Virotal TP Pools = [ 192168982 @
DSEC AuhentictionMetbed [ poipre-shared Key) v @
& Network > preshared key need to set preshared key? goto 'secrets management' add your secrets.
Cancel
B Users Manage > IPSEC Running Status

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Input the ID same as that set in Secret Management (192.168.9.82)

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings

Configurations of G2 for remote authentication

— IPSEC Status IPSEC Setting
& Status b
IPSEC Setting IPSEC Authentication Management
£} Quick Start > IPSEC Connections . e ] . .
D Enable Name Authentication Method TdentifyID)  Key Action
Create Connection In Guide 0 local_cert PSK(Pre-Shared Key) 192.168.9.82 Edit | Delete
4} Virtual Tunnel v Al
n IPSEC policy . . .
| —— B IPSEC Authentication Config
o DpeniEn Server Authentication Management @
E—--ZPSEE Secrats Management HERE | remote_cert @
i Certificate Management ot @
' - Enabled hd
=il Virutal TP Pools |
D
IPSEC Setting | 192.168.9.78 @
& Network > s | IESK e St KR M @
preshared ke need 1o set preshared key? poto 'secrets manapsment’ add your secrts.
pt |

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Input the ID same as that set in Secret Management (192.168.9.78)

5. Select PSK (Pre-shared key) from the drop-down list as the authentication method

6. Click OK to save the settings
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Public key authentication

This authentication requires to upload the public key of G1 (78.pub.key) to G2 and upload
the public key of G2 (82.pub.key) to G1.

Configurations of G1 for local authentication

e IPSEC Status IPSEC Setting
&= Status >
IPSEC Setting IPSEC Authentication Management
L3 Quick Start > IPSEC Connecti
& o D Enable Name Authentication Method Identify(ID)
Create Connection In Guide
- IKE policy
4} Virtual Tunnel > poley PR .
_ 1PSEC policy IPSEC Authentication Config
| Authentication Management | @ Name | e @
# Network > Secrets Management
y " Euhl | Enavlea ~ @
Certificate Management
” D
B Users Manage > Virutal IP Pools |
1PSEC Setting Authentication Method | Public Key " @
™ Customization > Choose public keys eieeied AR
82.pub.key
5% Hardware > 78.pub key @
£} services >
4 o
& system 2 @ oK | | cancel

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '78.pub.key’

6. Click OK to save the settings
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Configurations of G1 for remote authentication

— IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Authentication Management
€ Quick Start > IPSEC Connections
. . ID Enable Name Authentication Method Identify(ID} Key Action
Create Connection In Guide [ local_cert Public Key 78 pubkey Edit | Delete
4} Virtwal Tunnet > e policy
IPSEC policy 5 5 -
s IPSEC Authentication Config
Authentication Management @
&1 Network H Secrets Management = | remote_cert @
Certificate Management Ensble | e " @
nable
B Users Manage > Virutal IP Pools D
IPSEC Setting |
Authentication Method ’ @
£ Customization > | Ruichey, R
i e ke selected available
5 Hardware S 78 pub key
82 pub.key
£ services > @
(- System >

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '82.pub.key’

6. Click OK to save the settings
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Configurations of G2 for local authentication

= IPSEC Status IPSEC Setting
& Status >
IPSEC Setting IPSEC Authentication Management
£} Quick Start > IPSEC Connecti
e ons D Enable Name Authentication Method Tdentify(TD)
Create Connection In Guide
. IKE policy
4} Virtual Tunnel > peler PP .
_ IPSEC policy IPSEC Authentication Config
| Authentication Management | @ Name | e @
& Network > Secrets Management
i & bl | Enablea v @
Certificate Management
- D
B Users Manage > Virutal IP Pools |
IPSEC Setting Avtimtcation Mettod "oy oy G @
‘) 3
.+ Customization > Chooss public keys cokne Piah
T8.pub.key
58 Hardware > 82 pub.key @
L Services >
‘ol P
& Ssystem 4 @ oK | | Cancal

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management
2. Assign a name for the certificate (local_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '82.pub.key’

6. Click OK to save the settings
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Configurations of G2 for remote authentication

— IPSEC Status
= Status >
IPSEC Setting
€ Quick Start > IPSEC Connections
Create Connection In Guide
4} Virtwal Tunnet > e oLy
IPSEC policy
Authentication Management @
& Network > Secrets Management
Certificate Management
B Users Manage > Virutal IP Pools
IPSEC Setting
£ Customization >
5 Hardware >
£ services >
(- System >

Description of the numbered areas

IPSEC Setting

IPSEC Authentication Management

Authentication Method
Public Key

ID Enable Name
0 = local_cert

IPSEC Authentication Config

Action
Edit | Delete

Identify(ID} Key
82 pubkey

Name

| remote_cert
Enzble [ Enabea ~ ®
£ |
Authentieation Method |F,ub“‘:Key - @
Choose public keye e available
82.pub.key
T8.pub.key

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > Authentication Management

2. Assign a name for the certificate (remote_cert)

3. The certificate is Enabled by default

4. Select Public key from the drop-down list as the authentication method

5. Double click to select '78.pub.key’

6. Click OK to save the settings
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STEP 5: Configurations for IPSec connection

G1 setup
- IPSEC Status IPSEC Setting
= Status >
IPSEC Setting IPSEC Connections
£} Quick Start > IPSEC Connections @
ID Enable Name IKE Policy Local Authenticat Remote Authenticati IPSEC Policy  Action

Create Connection In Guide

- IKE palicy .
IPSEI::Q;;U IPSEC Connection Config

i —_ Name
b= OpenVEN Server Auythentication Management ‘ to_82 @
L mpszc Secrets Management Enzble ‘ Enabled ~ @
H Certificate Management IKE Policy @
I 3 ~
i Virstal TP Pools tos2
IPSEC Setting Local Authentication selected available
. local_cert
& Network > e )
B Users Manage % IPSEC Running Status
i Status: Running
™ Customization > _ Remote Authentication T amirile

local_cert
remote_cert

5 Hardware >
£ Services >
& svst » IPSEC Policy selected available
ystem
to_82 @
X Logout >

Description of the numbered areas

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC Connection

2. Assign a name for the connection (to_82)

3. The certificate is Enabled by default

4. Select a previously created IKE policy (‘to_82’ in this case) from the drop-down list

5. Double click a previously created local authentication policy (‘local_cert’ in this case) to

select the policy

6. Double click a previously created remote authentication policy (‘remote_cert’ in this

case) to select the policy
7. Double click a previously created IPSec policy (‘to_82" in this case) to select the policy

8. Click OK to save the settings
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G2 setup
— IPSEC Status IPSEC Setting
& Status >
IPSEC Setting IPSEC Connections
€ Quick Start > IPSEC Connections @
ID Enmable Name IKE Policy Local Authentication Remo
Create Connection In Guide
4 IKE policy
, 3 3
A} Virtusl Tunnel ~ ~ : IPSEC Connection Config
0 IPSEC policy N
}-- OpenVEN Server e L [to78 @
L msgc ecet Mimageman e | Enabled < @
i Certificate Management .
i & IKE Policy @
L. VPN ! -
BT Virutal TP Pools (o8
IPSEC Setting Local Authentication selected available
. local_cert
i Network 3 remote_cert @
B UsersMamaze > IPSEC Running Status
. Status: Running
™ Customization > K Remote Authextication e e
(" ) Restart
= local_cert
5 Hardware > = b remote_cert
[ )stop
) Start
£ Services >
& syt » IPSEC Policy selected available
ystem
to_78 @
X Logout >

Description of the numbered areas

ite Authentication IPSEC Palicy Action

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Setting > IPSEC Connection

2. Assign a name for the connection (to_78)

3. The certificate is Enabled by default

4. Select a previously created IKE policy (‘to_78’ in this case) from the drop-down list

5. Double click a previously created local authentication policy (‘local_cert’ in this case) to

select the policy

6. Double click a previously created remote authentication policy (‘remote_cert’ in this

case) to select the policy

7. Double click a previously created IPSec policy (‘to_78’ in this case) to select the policy

8. Click OK to save the settings

R102 Industrial Router | User Manual

54

www.vantrontech.com



http://www.vantrontech.com/

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

STEP 6: Reloading the IPSec program

Click the radio button before Reload and then OK to reload the program.

IPSEC Running Status

Starue: Running

Restart

.':L;

Start

0K

STEP 7: IPSec connection

IPSEC Status

IPSEC Status

comcicn i 7)

connection details
IPSEC policy status
certificate list
virtual ip pools
IPSEC configrations

IPSEC Setting

IPSEC connection lists informations

ID IKE Name local address
0 to 82 192.168.0.78
ID IPSEC tunnel local ts
1 to82 172.18.2.0/24

Description of the numbered areas

remote address
102.168.9.82

remote (s

172.18.3.0/24

Version Action
IKEv1/2 Up | Down
mode

TUNNEL @L'p Down

1. Navigate to Virtual Tunnel > IPSEC > IPSEC Status> Connection list

2. Select the connection setting and click Up

When the connection is added to IPSEC IKE SAS, the connection is established successfully.

IPSEC Status IPSEC Setting
IPSEC Status IPSEC connection lists informations
connection list
ID IKE Name local address remote address Version Action
connection details
0 to 82 192.168.9.78 192.168.9.82 IKEv12 Up | Down
IPSEC policy status
[ ID IPSEC tunnel local ts remote ts mode
certificate list -
g 1 to 82 172.182.0/24 172.18.3.0/24 TUNNEL Up | Down
virtual ip pools
IPSEC configrations
[ESEG o IPSEC IKE sas
ID IKE Name local address remote address Version Action
1 to 82 102.168.9.78 192.168.9.82 IKEv2 Dovm
IPSEC tunnel local ts remote ts mode
to_82-13 172.18.2.024 172.18.3.0/24 TUNNEL Down
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3.6 Network

Users can change the settings related to the available network interfaces in the Network

page.

3.6.1 Interfaces

All the network interfaces currently available and configurable are displayed under

Network > Interfaces.

Interfaces

Interface Overview O

LAN

brlan

& Network b 1G

- Interfaces =

e [0

Description of the numbered areas
1. Interface overview

2. Interface traffic details
3. Restart the interface manually

4. Edit the interface settings

Uptime: 0h 7m 57

MAC-Address: BA-BE:CA65B3EE 2l
RX: 1.37 MB (7093 Pkt)

TX: 264 MB (6750 Plts.) 1043 KBl
TPve: 172.18.1.124 () o res
Delete

RX: 0B (0 Pkis))
TX: 0B (0 Pki=z)
1:0.00B/s
1:0.00B/s

Uptime: Dh 5m 125
MAC-Address: 22:1E:60:8B:F0:0B
RX: 781.12 KB (4216 Pkts.)

TX: 591 89 KB (2393 Plts) S 04TKE
IPv4: 192168 19216124 1 0T3KB/s

Delete

5. Delete the interface (available only when you log in as a root user)

6. Instantaneous traffic of the interface

7. Add a new interface (available only when you log in as a root user)

li> The interfaces may differ from what is shown above as certain devices do/do not have

the module that makes corresponding interface available.
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3.6.1.1

The following section illustrates on how to edit the LAN port and WAN port settings of the
Router.

LAN

e Common Configurations

Clicking on the Edit button behind the LAN port will allow you to access the configurations
of the LAN port, and General Setup is displayed by default.

Interfaces - LAN
On this page you can confignre the nerwork inrerfaces. You can bridze sevaral interfaces by ticking the "bridze interfaces” field and enter the names of sevaral Eerwork intarfaces saparared by spaces. You can also uss
VLA notation INTERFACE .VLANNR (g2 etha . 1)
Common Configuration
General Setup  Advanced Sstings

Stamus |3 Device: brlan

Uptime: 241 4 105
@ MAC: 76 D1 B3 011722
AC. 76Dl

Protocal ‘ Static address hd
P4 address @ [172.18.1.
IFv4 netmask @ [ 2552552880 ~

Description of the numbered areas
1. Status of the interface

2. Enter the IP address of the LAN port

3. Select a LAN port subnet mask

In the Advanced Settings next to the general setup:

B sums , | Interfaces - LAN

ety pape v 7 2 by mskcing the ez " feld pd emer o mpaces. Yiow can alse me LA notmen INTERFACE, VLAWA (3, etnd. 11,
& Quick sun » Common Configuration

Gemeal Temy Advaneed Servings  Finmeal Semeps
4k viraal Tunnel »

Overmde MAC addrenn |1aseas 1413

i ki

Use ey sntric:

P W oo
LD,

©

Description of the numbered areas
1. MAC address cloning

2. Setthe MTU (keep the default setting)
3. Set a gateway metric (keep the default setting)

i~ Be sure to save the settings before you exit the page.
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There is a Physical Settings tab next to Advanced settings when you log in with the root
account, allowing you to configure the LAN port for network bridge.

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” ficld and enter the names of several netwerk interfaces separated by spaces. You can also use
VL2

Common Configuration

General Setup  Advanced Settings | Physical Settings

Bridge interfaces @
@) creates a bridge over specified interface(s)
Enable §TP @ D

(@) Enables the Spanning Tree Protocol on this bridge
Interface

* Ethernet Adapter. "erspan0”

. 4% Ethernet Switch: "eth0"

@ W 5 Switch VLAN: "eth). 1" (Jan)

|| 2 Switch VLAN: "et20.2" (wan)

WA 6 Wireless Network: Master "Vantron-237CA6" (lan)

\:‘ ¢ Custom Interface:
Description of the numbered areas

1. Enable the interface for network bridge

2. Enable STP protocol
3. Select the interface for bridge connection

i~ Besure to save the settings before you exit the page.
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e DHCP server

In the General Setup page of DHCP Server, DHCP could be set up with more details:

DHCP Server

General Setup  Advanced Semings

Ignore interface r
() Disable DHCE for this interface.
Start @ | 100

i) Lowest leased address as offset from the network address.

Limit @ | 150

() Maximum number of leazed addresses.

Lease time @ | 120

i@ Expiry time of leased addresze:, minimum iz 2 minutes (2m).

Description of the numbered areas

1. Disable the DHCP service

i~ If disabled, the DHCP service will not be available to the client devices connected to the
LAN port of the Router.

2. DHCP start address
3. Maximum number of leased addresses (up to 150)

4. Expiry time of leased addresses (min. 2m)

Advanced Settings of DHCP Server:

DHCP Server

General Setup | Advanced Sefting:

Dynamic DHCE @
i Dynamically allocats DHCP addresses for clisnts. If disabled, only clisnts having static leases will be sarved
Forca @ r
i Force DHCP on this narwvork even if another server iz detectad.
IPyd-Hemask ® |
() Override the retmazk sent to clients. Nommally it is calculated from the subnet that is served.
DHCP-Options @ | n

i) Definz additional DHCP options, for example "6,192.168.2.1,192.168.2 . 2" which sdvertizes different DMNS
servers to clients.

Description of the numbered areas
1. Enable allocation of DHCP addresses for clients
2. Force enablement of DHCP service (to bypass other servers)
3. Override the netmask sent to clients
i> Normally it is calculated from the subnet that is served

4. Add different DNS servers for clients

i~ Be sure to save the settings before you exit the page. Clicking on Back or Refresh will
get you back to WAN interface settings.
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3.6.1.2 WAN

e General DHCP settings

Clicking on the Edit button behind the WAN port will allow you to access the configurations
of the WAN port, and General Setup is displayed by default.
Interfaces - WAN

On this page vou can configure the natwork interfaces. You can bridze several interfaces by ticking th "bridze interfaces” field and enter the names of severs] network intarfaces saparated by spaces. You can also use
Common Configuration
Ceneral Setup  Advanced Setings

Stamuz

Protocsl @ | DHCP cliant v
Hostname to send when requesting DHCP @ | VantronOS-B4AT

Description of the numbered areas

1. Status of the WAN port

2. Select a WAN protocol (DHCP client by default)

3. Input a hostname of the Router for requesting DHCP

i~ Besure to save the settings before you exit the page.
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e Advanced DHCP settings

If you have selected DHCP client protocol, advanced settings are available after you have
finished the setup as mention above.

Interfaces - WAN

1 5 ou sz o ticking o end emmer dhe names of severe] merm ] v spaces. You can alse me YEAN noestion INTERFACE . VLA (5.2 ££h. 1)
O this page v Ty e i exfisces by ticking the “hridge imterfaces” field and e 7 severs] merwork interface: by apaces e aly AN i {3 BE;

Commaon Configuration

Geperal Sermp | Advanced Setrings  Phsical Semings | Fioevall Semings

B @
Furce lick L’D ]
@ St imerfasr prepeties reguedless of tan il camier (1F 7, carmser semae even do mot imvcke Borphup handers)
=~
Tse Gefack gy ©)
O Lunchecked, oo default soute ss svufigeand
U DRSG sarvers mhvestived by st @
@ Hunshecked, e adversed DNVE server addrasses e igmared
Use gatervay metmic ® [1a
Crvesride MAC addresy ’\_D | B AS 16.14:1
e
Ovesnade MIU ()]

@ [=w

T e

Description of the numbered areas

1.

2.

Check the box to bring up the port upon device boot

Force link (once the box is checked, hotplug handlers will not be invoked after a link
change)

Enable Use default gateway

Enable Use DNS server advertised by peer

If this option is disabled, you will need to define a DNS server.
Set a gateway metric

MAC address cloning

Set the MTU

Be sure to save the settings before you exit the page.

R102 Industrial Router | User Manual 61 www.vantrontech.com



http://www.vantrontech.com/

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

e General Static protocol settings

To activate static address protocol, select Static address from the protocol drop-down list
under General Setup of the WAN port and click Switch protocol.

Interfaces - WAN
On this page you can configure the nefwork interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN
notation INTERFACE..VLANNR (?..-E-.: etha.1).

Common Configuration

‘General Setup
Status % Device: eth0 2
Uptime: Ok Im 31¢
MAC: 18:9b:
RX: 224 30KB (X s)
TX: 2.87 KB (44 Phte
IPv4: 192.168.19.34
Protocol | ‘ Static address &
Really switch protocel? Switch protocol

Upon a click of Switch protocol, you’ll need to input the IPv4 address, subnet mask, IPv4
gateway, and the IPv4 broadcast.

Interfaces - WAN

O this page you cam coafi i Yo can bridge by ticking the "bad rfaces” feld and ester the pames of i separsted by spaces. You cam also use VLAN notwion INTERFACE VLAFR (48, €200, 1]
Common Configuration
Graeral Setap  Advanced Settings  Phyucal Settings Furewall Setungs

Staten

Pressect 1) | static address -
TPl addrenn (@) [s2tesms
o
[ pa— () [zsassasso o
IPd gy G/ [z se 10222
TP brsadean [
Use castses DINS servers (B [mmna [+
DNS Rebinding
Babiad protection (&)

@ Pefised 1o parne pervate sddoens packets

DHCP Server
Gemeral Senap
Igncee imnerdace @

Description of the numbered areas

1. Current protocol

2. Input an IPv4 address

3. Input an IPv4 netmask

4. Input the IPv4 gateway

5. Seta custom DNS server (can be provided by the carrier or self-defined)

6. DNS re-binding protection (if enabled, parsing of private IP data will be refused)

7. Disable DHCP service (keep the default settings)
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8. Save & apply the settings

i~ Leave the field as is if not applicable.

i~ When static address protocol is selected, DHCP server will be automatically disabled.
i> The advanced settings are basically same as those for DHCP protocol.

i~ Be sure to save the settings before you exit the page.

Other available WAN protocols include PPPoE, GRE tunnel over IPv4, and relay bridge. The

settings are dependent on the specific protocols. Clicking on Back or Refresh allows you to
return to interface settings.

There is a Physical Settings tab next to Advanced settings when you log in with the root
account, allowing you to configure the WAN port for network bridge.

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE .VLANNR (8., 2th@. 1)
Common Configuration
General Setup | Advanced Settings | Physieal Settings | Firewall Settings

Bridge interfaces @

@ creates abridge over specified interface(s)

Interface () & Etbemet Adapter: “4g-cell0” (cell0)
Ethernet Adapter: "erspand’
Ethernet Switcl: "eth0"

Switch VLAN: "eth0.1" (am)

 Ethemet Adapter: “tap0’” (ypmeli)
»| Ethernet Adapter: "usb0" (VPN
@ Wireless Network: Client "vantron_test8_SG" (nmanl)

() o= Custom Interface

Description of the numbered areas
1. Enable the interface for network bridge

2. Select the interfaces for bridge connection

There is a Firewall Settings tab next to the Physical settings tab when you log in with the
root account, allowing you to create or designate a firewall zone.

Interfaces - WAN

0 this pape vom cam conflgure the ook imerfaces. You can brids fices by ticking the "Beidpe ioterfaces” ficld and enter the ames of se

Commeon Configuration
General Senp  Advanced Semimgs  Physieal Semings | Fiewwall Seerings

Crrate | Assign fieewall zome
T g

vpo: femp)
@ [ el | wnt @ eelli
wmpectfied or. create

@ Cliose the furewall oooe yoss wast 1o assign 1o thas untesExce, Sebect wgpociled o remave he iterface fiom the asscciaied zone et £l out the croate fiebd 1o
defie 2 new zone and ariach the imerface to it

When ‘unspecify or create’ is selected, you can remove the interface from the associated
firewall zone or create a new zone.
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3.6.2 Wireless (WIFI)

You can switch between AP and client modes for wireless connection.

3.6.2.1 Wi-Fi— AP Mode (General settings)

Wireless(WIFT)
WIFI Settings
General Setting  Advanced S=tting

Stams

WIFL mode

k SSID

Channel

Encryprion

Mode: Master | SSID: Ventron-2B3322
BSSID: 0C.CF:89:28:88:82

Channe Power: 20 dBm
Signal: -37 dBm | Neise: -05 dEm.

Bitrate: 300.0 Mbiv's | Country: US

[ v EZr

® “J’an('nn—EEEBQZ
@ ‘|(24|2MHZ] ~

@ ‘ WPA-PSK/WPAZ-PSK Mixed Mode %

Encryption: mixed WPATWPA2 PSK (CCMB)

Cipher @ ‘ Force COMP [AES) v

Eer @ ‘ =]

Associated Stations

RX Rate / TX Rate

65.0 Mbiv's, OMHz
65.0 Mbit's, OMHz

T

Network MAC-Address Host

Signal / Noise
@ (s Varmron TEEDT) DeAZ A0 1721 R

Description of the numbered areas

1. Setan SSID for the Router

> The ID name shall not contain characters including S, °, \.

2. Select a Wi-Fi channel

3. Select an encryption method (the following options vary with the encryption method)
4. Select an encryption algorithm

5. Assign a Wi-Fi password (no less than 8 characters)

6. List of currently connected devices

i~ Besure to save the settings before you exit the page.
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3.6.2.2 Wi-Fi — AP Mode (Advanced setting)

Wireless(WIFT)
WIFI Settings

General Setting | Advanced Setting

Enable Disable WIFT !
e @ Disable WIFI
WIFI Frequency @ ‘ 246G il Switch Frequency @
Band @ ‘ HT40 R
@) Note: select HT option for 0211n mode.
Network @ -y
S
\:‘ ple2down: *
D wpn:t
\:‘ waniggy

(@) Choose the network(s) you want to attach to this wireless interface

Associated Stations

Network MAC-Address Host Signal / Noise RX Rate/ TX Rate
B (Mser Tamon257CAS) 76:4B:3FE6BC:39 172.18.1.189 ol 62 /95 dBra 13.0 Mbit's, OMHz
13.0 Mbit's, OMHz

Description of the numbered areas

1. Turn on/off Wi-Fi

2. Set Wi-Fi frequency (determined by hardware)
3. Click to switch the frequency

4. Select the frequency band

5. The network interface to which Wi-Fi belongs

i~ As modification of field 2 will have impact on the Wi-Fi signal, the web interface will
return to the general settings page upon a click of the switch button.

i~ Besure to save the settings before you exit the page.
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3.6.2.3 Wi-Fi — Client Mode

When the Router is set as a client on a wireless network, the page below allows you to
make changes to the network settings.

> Awwan0 port will be added (as shown in the Interface page) when the Wi-Fi client mode
is enabled.
‘Wireless(WIFI)

WIFI Settings

General Setfing  Advanced Sefting

Status & SSID: 7| Mode: undefined

o9 Wireless is disabled or not associated
- E . ®
Protocol | DHCP - @

(@) Detault DHCP, if the WIF] access point needs to specify I, please select Static

Wifi Client Setting

Select SSID (3 Mac/Bssid @ Key @

[ 62%  vantron_tesis_5G v [ Ao v/

X G

Description of the numbered areas

1. Switch to Client mode

2. Select DHCP protocol to automatically get an IP or Static protocol to specify an IP for
the Router

3. Select a wireless network for internet access
4. Select the MAC address of the access point, or leave it to Auto if not clear
5. Input the password of the access point

6. Click Scan WIFI to refresh the Wi-Fi list if the target SSID is not identified

When the Router is successfully connected as a client, there will be the network
information next to the Scan WIFI button.

| Wireless(wTE) |
WIF| Settings
General Setting  Advanced Setting

Status Mode: Client | SSID: vantron, test§_5G
BSSID: 68:77:24:38:4C:A8 | Encryption: WPA2 PSK (CCMP)
= Channel: GHz) | Tx-Power: 20 dBm.
2% Signal: -66 dBm | Noise: -30 dBm
Bitrate: 260.0 Mbit's | Country: 00

WIEI mode [ cient Bl Switch Mode

Protocel | DHCP v
@ Default DHCP, if the WIFT access point needs to specify IP, please select Static

Wifi Client Setting

Select SSID Mac/Bssid K

‘ 62% ; vantron_test8_5G v | Auto v ’—1

Comnected: Oh 4m 52z \/
TPaddr: 192.168.28.101
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3.5.34G/LTE

Before you configure for 4G/LTE, be sure to install the activated SIM card and the LET
antennas. After installation, the SIM card information will display on the top of the page,
including signal strength, IP, and IMEI. While register status and other general information

will display at the bottom of the page.

Confirm with your sales executive whether the 4G module is AT&T and Verizon pre-certified.

If so, when you apply for SIM cards from the carriers,

Description of the numbered areas
1.

2.

°  provide Verizon with the pre-certified module name VT-MOB-CELL-mPCle.

°  provide AT&T with the pre-certified module name VI-MOB-MPCIE-4G.

L 4GLTE

Leave the field as is if not applicable.

4G/LTE

SIM Card: Lost!

General Setting | Advanced Setting | Rualog

S ©

Enable/Disable

Dial number

APN

PAP/CHAP username

PAP/CHAP password

General Information

SIM Slot 1:

SIM Slot 2:

Register Trpe
SimCard IMST:
SimCard ICCID:

Modem Firmware:

Enable/disable 4G/LTE service

Input the APN provided by the carrier

Click Advanced Setting for more configuration options

| Device: 3g-4g
RX: 0B (0 Plts)
TX: 0B (0 Pkts))

@ ‘ enable i
@ ‘,ggmw

O ‘3gnel

@ ‘ your_username

O ‘ — i
=

Inserted

Not Detected

SIM1

Not registered, not currently searching 2 new operator to register to
EC200T LTE modem on /dew/ttyUSB2

Unkown

loading-—

loading—

EC200TEC200TCNDAROZA15MI6

Input *¥99***1# for AT&T SIM cards and *99***3# for Verizon SIM cards

Enter the username provided by the carrier for PAP/CHAP authentication

Enter the password provided by the carrier for PAP/CHAP authentication

PAP/CHAP username and password are to be specified only if your carrier has setup

APN with user name and password.
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In the Advanced Setting page, you can further configure the cellular network.

4G/LTE

SIM Card: Lost!

General Setting  Advanced Setting Runlog 4G traffic

SIM card switching @ ‘ 2
(E) When SIM dialing fails the preset mumber of times, switch to another SIM card

o=

Auto Re-power Module @ ‘ 5 min v
(i) Re-power the module, when the internet connection 1s offline more then preset time
: PDP Type @ ‘ ALL hd
- 4GLIE {@ PDP Type: ALL or IPV4_Only or IPV6_Only
CID Value ORE v
=] CID, default:1
Provider @ ‘ AT&TITMO/Canada v
Ovemide MTU @ ‘ 1500

General Information

SIM Slot 1: Inserted
SIM Slot 2: Not Detected
.
SIM i using: SIM 1
Pegister Status: Not registered, not currently searching a new operator to register to
Device node; Pre-certified modem on /dev/tty ACMO
Register Type Unkown
SimCard IMST: loading—
SimCard ICCID: loading---
Modem Firmware: CAT1.LE910-NA1 VT-X0S_V2.10,20.00.525

Description of the numbered areas

1. Maximum number of dial failures allowed for current SIM card (only for devices with
dual SIM cards, better to leave it as is)

2. Click to restart the 4G module
3. Time scheduled for automatic restart of the 4G module when it is offline
4. Select a PDP type (leave it as is)

5. Select custom from the drop-down list, input 1 for AT&T SIM cards and 3 for Verizon
SIM cards

6. Select AT&T/TMO/Canada or Verizon from the drop-down list for AT&T SIM cards and
Verizon SIM cards, respectively

7. Default MTU value (1500)

i~ Remember to save the settings to have the configurations take effect.
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3.6.3 4G/LTE

Before you configure for 4G/LTE, be sure to install the activated SIM card and the LET
antennas following the steps set out in 2.1.

Confirm with your sales executive whether the 4G module is AT&T or Verizon pre-certified.
If so, when you apply for SIM cards from the carriers,

o

provide Verizon with the pre-certified module name VT-MOB-CELL-mPCle.

o

provide AT&T with the pre-certified module name VI-MOB-MPCIE-4G.

After installation, the 4G signal indicators on the Router will light up to indicate the signal
strength. Navigate to Network > 4G/LTE for more settings.

4G/LTE

SIM Card: Ready Sige 310100%) GETIP: 10.147.122.79 IMEL: $63218068976040 @
General Setting Advanced Setting Ronloz 4G traffic

Status

045 ( Pl
TX: 328 B (8 Pins)
IPvé: 10.147.122.79
Enable Dizable ‘ enable b ®
Dial number ‘ [ @
APN |m2m005236 2tz @
PAP/CHAP uzername ‘yourﬁusemame @

PAP/CHAP password ‘

]

General Information

SIM Slot 1 Inserted

SIM Slot 2 Mot Detected

SIM s using: SIM1

Register Status: Registered
Device node EC200T LTE modem cn /dev/ttyUSB2

Register Type: LTE

SimCard IMST 460008001191840

SiaCard ICCID §9860061221602B41840

Modem Fimmware: EC200T.EC200TCNDARO2AL5MI6

Emm =
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Description of the numbered areas

1. Connection status information (including SIM card status, signal strength, IP, and IMEI)
2. Status of the SIM card

3. Enable/Disable the SIM card

4. The Dial number is automatically populated (in case it does not work, ¥*99# is applicable
to all carriers)

5. The APN is automatically populated, you can replace it with the one provided by your
carrier when necessary

6. Enter the username provided by the carrier for PAP/CHAP authentication
7. Enter the password provided by the carrier for PAP/CHAP authentication
8. Detailed information of the SIM cards

9. Make sure to save and apply the settings before you exit.

i~ Leave the field as is if not applicable or if you are not sure.

i> PAP/CHAP username and password are to be specified only if your carrier has setup APN
with user name and password.

i If you have inserted a SIM card into SIM slot 2, you can click the SIM2 Card Setting tab
for more settings.
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In the Advanced Setting page, you can further configure the cellular network.

General Setting | Advanced Setting  Funlog 4G traffic

SIM card switching @ | 2
(@) When SIM dialing fails the preset number of times, switch to another SIM card

Resart Module @

Auto Re-power Module @ ‘ 5 min v

iigh Re-power the module, when the infernet connection iz affline more than praset time

PDP Type @ ‘ ALL A
(@) PDF Type: ALL or IPV4_Omnly or IPV6_Only

CID Value O ‘ 1 -

(@) CID, default:1

Provider @ ‘ ATATTMOICanada v

Override MTU O | 1500

General Information

SIM Slot 1: In:erted

SIM Slot 2: Net Detected

SIM 15 using: SIM 1

Register Status: Mot registered, not currently searching a new operator to register to
Device nods: Pre-certified modem on /dev/tty ACMO

Register Type: Unkown

SimCard IMSI: loading.-

SimCard ICCID: lozding---

WModem Firnmwvare: CATILE910-NA1 VI-XOS_V2.10,20.00.323

Description of the numbered areas

1. Maximum number of dial failures allowed for current SIM card (only for devices with
dual SIM cards, better to leave it as is)

2. Click to restart the 4G module
3. Time scheduled for automatic restart of the 4G module when it is offline
4. Select a PDP type (leave it as is)

5. Select custom from the drop-down list, input 1 for AT&T SIM cards and 3 for Verizon
SIM cards

6. Select AT&T/TMO/Canada or Verizon from the drop-down list for AT&T SIM cards and
Verizon SIM cards, respectively

7. Default MTU value (1500)

i~ Be sure to save the settings before you exit the page.
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The Run Log tab next to the Advanced Setting tab displays the last 50 log entries of the
module.

General Setting  Advanced Setting = Runlog 4G traffic

Last 5@ track log entries. Newest entries sorted at the end :

1578-81-81 #8:88:32 [Info] S5IM 1 the 1 times redial.
1578-81-01 28:0@:35 [Note] 5IM Card Detected.
1278-81-01 28:00:45 [Note] S5IM Card Detected.
1578-81-81 #8:08:54 [Info] S5IM 1 the 2 times redial.
197@-81-81 @@8:01:29 [Info] 5IM 1 the 3 times redial.
1970-81-81 2@:01:48 [Info] SIM 1 the 4 times redial.
1578-81-81 #@8:82:15 [Info] 5IM 1 the 5 times redial.
1578-81-01 @8:02:15 [Note] 5IM Card Detected.

Under the 4G traffic tab, traffic information measured in real time or on the monthly and

daily basis is available. You can also set the interval for submitting the temporary in-memory
database to the persistent database directory.

4G/LTE

SIM Card: Not Insert Sig: 0(0%) GETIP:0.0.0.0 IMEI: 865213068076040

SIMI Card Setting | SIM2 Card Setting ~ Advanced Setting  Runlog || 4G traffic

real traffic T:000B/z L:0.00Bs @
month traffic 3320MB @
day traffic 3329MB

Commit interval 1h - compromise between risk of data lo v

(@ Interval at which the temporary in-memory database 15 committed to the persistent database directory.

Description of the numbered areas
1. Real-time traffic
2. Data used in the current month

3. Data used in the day

4. Time interval for submitting the temporary database to the persistent database
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3.6.4 Static Routes

This is an advanced function allowing you to specify interface rules for route access.
Example:

Requirement: When the Router has 4G and WAN network interfaces, the internal network
(192.168.0.0 - 192.168.255.254) is accessed via the WAN interface by the internal server.
Other data access is realized via the 4G interface.

Click Add to set a new static route.

Routes

Routes specify over which interface and gateway a certain host or network can be reached

Static |Pv4 Routes

Interface— Target IPy4-Netmask IPy4-Gateway Metric MTU Route type
Eiost-TP or Network @ iFtarzst is 2 network @ @
‘ wan v ‘192 168.0.016 255.255.255.255 ||92_1sa.9.222 ‘0 |'5cu: | unicast v| | Delete

Description of the numbered areas

1. Select an interface to configure the route

2. Input the IP address of the host

3. Input the subnet mask (255.255.255.255 by default)

4. Input the address of IPv4 gateway

5. Gateway metric (The smaller the number, the higher the priority)
6. Setthe MTU

7. Select a route type (refer to the details next page)

i~ Be sure to save the settings before you exit the page.
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Description of the route type:

Type

Unicast

Local

Broadcast

Multicast

Unreachable

Type

Prohibit

Blackhole

Anycast

Description
The route entry describes real paths to the destinations covered by the route
prefix.
The destinations are assigned to this host. The packets are looped back and
delivered locally.
The destinations are broadcast addresses. The packets are sent as link
broadcasts.
IP datagrams are sent to a group of interested receivers in a single
transmission. It is not present in normal routing tables.
The destinations are unreachable. Packets are discarded and the ICMP
message of host unreachable is generated. The local senders will receive an
EHOSTUNREACH error.

Description
The destinations are unreachable. Packets are discarded and the ICMP
message of communication administratively prohibited is generated. The
local senders will receive an EACCES error.
The destinations are unreachable. Packets are discarded silently. The local
senders will receive an EINVAL error.
The destinations are any cast addresses assigned to this host. They are
mainly equivalent to local with one difference that such addresses are invalid
when used as the source address of any packet.
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3.6.5 Firewall

3.6.5.1 Firewall — General Settings

The following is a summary of the configuration items that the firewall can define. The
minimum firewall configurations usually contain a basic setting item, at least two zones
(LAN and WAN) and a forwarding to allow packets to be forwarded from LAN to WAN.

General Settings define the global settings that do not depend on a specific area. The
following options can be defined:

Mandatory
Name Type or not Default value Description
. INPUT chain default strategy
Input String N ACCEPT (ACCEPT, REJECT, DROP)
. FORWARD chain default strategy
Forward String N REJECT (ACCEPT, REJECT, DROP)
Output String N ACCEPT OUTPUT chain default strategy

(ACCEPT, REJECT, DROP)
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3.6.5.2 Firewall — Zones

A zone section groups multiple interfaces and serves as a source or destination for
forwardings, rules and redirects. Masquerading (NAT) of outgoing traffic is controlled on a
per-zone basis.

‘ Ceneral Settings ‘ ‘ Port Forwards || Filter Rules || ‘Custor Rules |

Firewall - Zone Settings
. The Srawall craates zones cver your netwerk interfacss to control netwerk traffic fow:

General Settings

Input | accept =

= £ “

: Forward | reject v

6] 2 @O 6 6. 0

x,@ Zam:’}'um@ngs Tapat Ouipat Forward Masquérading M dmping

L | accept v | accept v ‘ accept ¥ T [] Delete
P wan [ 0 (4 | w2 | = GRS | acoept v | accept v ‘ T @ Delete

Description of the numbered areas

1. Unique zone name

i~ Atleast LAN and WAN shall be listed under the zone name.

2. Zone forwarding model description

3. Default policy (ACCEPT, REJECT, DROP) for incoming zone traffic
4. Default policy (ACCEPT, REJECT, DROP) for outgoing zone traffic
5. Default policy (ACCEPT, REJECT, DROP) for forwarded zone traffic
6. Masquerading (NAT)

7. MSS clamping

8. Zone editing

A click of the Edit button following each zone will direct you to the detailed zone setting
page where general settings, advanced settings and forwarding rules are available.
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3.6.5.3 Firewall — Port Forwards

The forwarding sections control the traffic flow between zones and may enable MSS
clamping for specific directions. Only one direction is covered by a forwarding rule. To allow
bidirectional traffic flows between two zones, two forwardings are required, with src and
dest reversed in each.

Illustrative example on port forwarding (Forwarding port 3222 (WAN) to port 22 of LAN
host 172.18.1.174):

General Settings | Port Forwardz | | Filter Rules | | Custom Fules

Firewall - Port Forwards

Port forwarding allows remote computers on the Infernet to conneact to a specific computer or servics within the private LAN.

Port Forwards
Name MMatch Forward to Enable

IPvd-tep, udp
3122t Fi i

1 part 3217 . -

Name Protocol External External port Internal Internal IP address. Internal port
~Q T ® =0T @ ®

|3222t022 | TCP+UDP v | wan v |3222 | lan hd | 172.18.1.174 (WIM-20210305RYJ.la v | | 22

Via any

New port forward

Description of the numbered areas

1. Rule name

2. Protocol (TCP/UDP/TCP + UDP are supported)

3. External zone: WAN

4. External port: 3222

5. Internal zone: Select the LAN port

6. LAN host: 172.18.1.174

7. Target host port number of the internal zone: 22

8. Add rules (mandatory)
3.6.5.4 Firewall — Custom Rules

Custom rules allow you to execute arbitrary iptables commands which are not otherwise
covered by the firewall framework. The commands are executed after each firewall restart,
right after the default rule settings have been loaded.
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3.6.6 VTShark

The VTShark feature provides a flexible way to follow up and verify network issues. You can
use wireshark to open and check the packets captured.

& St » Start network capture
Interface @ seconds, packets @ Filter @ Actions @

O Quick Start . | any ~ |310 ‘ seconds v | |filier Start capture
4} Virtual Tunnel >

jL—— Interfaces

jL" Wireless(WIFI)

L— 4GLTE

L— Static Routes

‘L— Firewall

jr—— Diagnostics

— VTShark

Description of the numbered areas
1. Theinterface from which the packets are captured (all interfaces are selected by default)

2. The measurement by which the data packets are captured (by seconds or by packet
counts as explained below)

3. The filter for capturing the designated packets (more details are available at
https://www.tcpdump.org/manpages/pcap-filter.7.html for advanced filtering)

4. Start the data capturing

R102 Industrial Router | User Manual 78 www.vantrontech.com



http://www.vantrontech.com/
https://www.tcpdump.org/manpages/pcap-filter.7.html

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

Packets capturing by seconds and by packet counts:
Measurement Description

To specify a time duration for data capturing.

For instance, you can input ‘10/20/30..." for the data capturing, which
indicates that the capture will stop in 10/20/30 seconds.

Seconds
The system supports up to 500,000 packets for the time-based data
capturing. The capture stops after reaching this limit, even if it has not
reached the preset time duration.
To specify the count of packets for data capturing.
For instance, you can input ‘100/200/500..." for the data capturing,
which indicates that the capture will stop when 100/200/500 packets
Packets have been captured.

The system supports up to 10 minutes (600 seconds) for the packet-
based data capturing. The capture stops after reaching this limit, even
if it has not reached the preset packet counts.

In the following scenario, the capture targets at all interfaces for the http packets from ‘tcp
port 80’ for 30 seconds.

Start network capture

Interface seconds, packets Filter Actions
any ¥ |3{! seconds v | | tcp port 80 Start capture
Tue Aug 22 81:58:85 UTC 2823 --- vishark start to capture...
Tue Aug 22 ©1:58:05 UTC 2023 --- ifname: any
Tue Aug 22 ©1:58:85 UTC 2823 --- timeout : 30 seconds
Tue Aug 22 91:58:85 UTC 2823 --- packages : 5008009
Tue Aug 22 ©1:58:05 UTC 2823 --- filter : tcp port 8@

tcpdump: listening on any, link-type LINUX_SLL (Linux cooked vl), capture size 262144 bytes
521 packets captured

539 packets received by filter

@ packets dropped by kernel

Tue Aug 22 ©1:50:35 UTC 2823 --- vishark capture finished...

Result

vtshark result peap| Delete
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Clicking the result will download it to the local directory and you can open it with wireshark.

=
+

No. Time Source Destination Protocol Length info
19.000800 192.168.9.17 192.168.9.214 ] 68 83 . 56948 [ACK] Seq=1 Ac 51947304 TSecr=2558533726
R 192,168 9214 102,168,917 e BB [T0P ACKod unseen segeent] 55348 — B3 [ACK] Seq=1 ACK=2 WIN=581 Lensh TSvA1=2559534737 TSerr=251946392

5 8419839 192.168.9.17 192.168.9.214 ic3 137 80 - 56048 [PSH, ACK] 52q=2 AGK=4dB WIN=196 Len=63 TSval=251947613 T5ecr=2550534983 [TCP segnent of a reassembled POU]

76.420358 192.168.9.17 192.168.9. 214 iE3 599 BO ~ 56048 [PSH, ACK) Seq=71 Ae 31 TSval=251947814 TSeer=2559535157 [TCP sequent of @ reassesled POU]

26420840 162.108,9. 214 192.168.9.17 e 66 56948 — 88 {ACK] Seq=448 Ack=802 Win=50i Lan=d TSval-2550535158 TSecr=251947814 —
4 90425332 192.168.9.17 192.168.9.214 HITR/J. 73 MITP/1.1 269 0K, Javascript Object Notation (application/json)

10 9.425052 192.168,9.210 102.268.0.27 T 68 56948 - B0 [ACK] SEq=448 ACK=687 WiN=501 Len=@ TSVal=2859535162 TSecr=251947819 —

11 1.425700 192.168.0.17 192.168.9.214 e 68 [TCP Keep-Al1ve] 88 - 56048 [ACK] SE=606 ACK=448 WIN=706. Len=0 TSval-251948820 TSec

121.426438 192.168,9.214 292.168.9.17 e 68 [TCP Keep-AlLve ACK] 56948 - 89 [ACK] Seq=448 Ack=687 Win=5e1 Ler =

13 2,42800% 192.168.9.17 102.168.9.214 e 68 [TCP Keop-Alive] 88 ~ 56948 [ACK] Seq=605 Ack=448 Win=796 Lon=0 TSval=251949822 TSecr=2550530163

14 2.428955 192.168.9.214 102.168,9.7 e 68 [TCP Kocp-Alive ACK) 56948 - B9 [ACK] Seq=448 Ack=697 Min=581 Lon=g TSval-25505371656 TSecrs=251947819 =
4 15 3257118 192.168,9.210 102.268.0.7 HiTe 515 GET _check_status?_=0.

16 3.257321 192.168,9.17 192.168.9.214 e 68 B0 — 56948 [AGK] Seqe607 ACK=B9S WIN=796 Len<d TSVal=251950651 TSer —

17 3.423848 192.168.9.27 192.168.9.214 e 137 BO - 56348 [PSH, ACK] Seq=687 Ack=B95 WIN=T95 Len-63 TSval-251950817 TSec a reassennies PoU]

60 03 61 08 05

Bits), 515 bytes captured (4120 bits)

515 bytes o

boat

re vi e )
P Internet Protocol Version 4, Src: 192.160.8.234, Dst: 192.168.9 pOrERL
b Transaisston Control Protocol, Sre 56948, DSt Port: 88, Seq: 1, ACK: 2, Len: 447 in/netwo
F_check

» Hypertext Transfer Pratecol’

W5 74 39 32 A

Prafile: Defatt

Q 7 visharkresultprop Packets
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3.7 User Management

As this function may change system settings, you need log in with the root account (Refer
to 2.2 for the username and password) to enable the function.

In the Edit Users page, you can add new users or edit the existing users.
To add a new user, click the button below the existing user information:

Add New User

User Configuration

User Name | general user @
User Group | user v @
S5H Access | Disabled bt @
Enable Network Menus
Interfaces WA Wiretess(WIFT) W3 4G LTE W3 Route: WP Firewatl D Anti_ DDos
Enable Vpn Menus
L Egit Users VPN Client W@ OpeaVPN Server

<]
©

Enable Extend Menus

D Manufacturer Tafo Modify D Custom Program [Wg DMP Agent WA IPK instalter

Enable Services Menus

Dynamic DNS P RC to PLC

Enable Hardware Menus

[ ]seace

Enable System Menus

System Administration Mouat Points Backup / Flash Firmware Reboot NBM Setting Terminal
Enable Connect Menus

Auvto Routing Network Guide

Description of the numbered areas

1. Input ausername

2. Select a group for the new user

3. Enable SSH access or not for the new user

4. Enable the specific functions for the new user

i~ Be sure to save the settings before you exit the page.

After creating the user, it will be added to the user list. The Edit and Delete buttons behind
a user allow you to enable/disable certain functions for this user or delete this user.

Users Overview

ADMIN SSH Access: Disabled

Group: admin
Date Added: Fri Mar 10 06:34:09 2023 - Delete

Last Entry: Fri Mar 10 06:34:09 2023

(¥]
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3.8 Customization

As certain functions under this tab may change system settings, you need log in with the
root account (Refer to 2.2 for the username and password) to enable the function.

3.8.1 Custom Program
Custom program allows users to upload scripts or programs (sh/bin) to the Router and run
them at the startup.
Custom Program
. Enable for boot File name Add time Size
|7@ ‘ete/boctseript/seript md 2022-02-18 09:27:46 133B “ Delete
©®
Upload File
MNotz: upload file cannot larger than 20M.
(i oo Q) Upod
i—r—CustnmPragrm AR S o A O
‘ (0)
0 )
Description of the numbered areas
1. Select a script to upload
2. Upload the script to the Router
3. Save & Apply the settings
4. When the script is uploaded successfully, the file name and file directory will be
displayed
5. Enable the script, and it will run next time when the router starts up
6.

the script order, and edit/delete the script

If more than one script is uploaded, you can move any of them up or down to rearrange
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3.8.2 IPK Installer

With IPK Installer, customers can install self-compiled IPK packages to the Router. Vantron
industrial protocol packages are also uploaded from here.

Upload
Upload file to "/tmpupload” o

Choose local file: No file chosen Upload @
Download

Download file

Path on Route: | Download @

Upload file list

Removing package plc_protocel from root... Installing ple_protocol (3.11.1-168) to root... Configuring ple_protocol. install success

File name Modify time Attributes Size Remove Install Stat

plc_protocol-R102_PKR-3.11.1-168_20230118.ipk 2023-03-13 05:13:44 B 31MB Remove Install Installed

®
Description of the numbered areas
1. Select an .ipk file from the local directory
2. Click Upload to upload the file to the device
3. You can delete or install the file after the .ipk file is uploaded
4. Install the file and wait a moment, there will be a prompt for the installation status

5. You can also input a file path on the device to download the specific file
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3.8.3 Manufacturer Info Customization

Once you need to customize the manufacturer information for logging in the system,
navigate to Customization > Manufacturer Info Modify, and select OEM from the OEM
Mode drop-down list.

Manufacturer Info Modify

Customize the Device Manufacturer Information

OEM Mode @ | OEM v

W i T @ Download example tarball

Upload Banmer/Welcom OS Name/Logos/Copyright Title Files el voneremenl [t @

File saved fo "/tmp/cem/bammer.png” type:regular @ ®

File name Enable Type Add time Size

/mat/USER, SPACE oenn/banner pug ] [ Terminel Banner | 20230822 03:12:20 29K Delete

o R

Description of the numbered areas

1. Select the OEM mode

2. Download the illustrative .tar file to the local directory and replace the files with your
own as necessary

3. Select the target file from the local directory

4. Upload the file to the Router

5. The path of the file will be displayed here

6. Choose to enable the file or not for next startup
7. Select the type of the file

8. Save & Apply the settings

The three modes that customers can choose from the drop-down list based on needs are
explained as follows.

Mode Description
Vantron All the information displayed in VantronOS will be Vantron-related

Some of the information displayed in VantronOS will be “Gateway” by

Standard default, and some information like the copyright will be left blank.

OEM All the information displayed will be user tailored
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3.8.4 DMP Agent

Gateways/routers are interfacing with BlueSphere GWM via DMP Agent. You can modify
the settings of the DMP agent here.

DMP Agent Configure

Agent not mnlo
Setting  Vizw log:
Coeh = @ Clear Agent
(@ Assnt is auto-starting once nebworking, so click button befors modify the configuration o disabls Agert,
Jill the Biackeround process, and remove the Agent packase undar the origina] installation path
EnableDisable ©) | enable v

~ .. Install Path | -
i} Customization v @ Factory default
9 Default path is under usrtmdm_zgent o

Download Sarver Adds ® | DMP Tencent Cloud ~
Server Check ® | Intemet Server v
L. DMP Agent @ Select the Download Server for working in private domain

Description of the numbered areas

1.

2.

Status of DMP Agent
Click Clear Agent before changing any configurations

Provided that the remaining prerequisites (refer to 2.5 Interfacing with Vantron
Gateway Management Platform) are met, the DMP Agent, once enabled, will run
automatically when there is internet access. Clicking this button will disable DMP Agent,
kill all the processes running at the background, and remove the Agent package from

the original installation directory.
Enable/Disable the Agent

You can customize the installation path of the Agent here (default path:
'/usr/vtmdm_agent_c/")

Set up the download address of the Agent server (better to keep the default setting)

Internet server for public domain and download server for private domain

Factory reset of the Router will deactivate the device on the BlueSphere GWM platform.
If you wish to activate it again on the GWM, please click Clear Agent in the VantronOS
portal, then enable the agent and wait a moment to allow the device to come online
on the BlueSphere GWM platform.
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3.9 Hardware

3.9.1 Ser2TCP

Serial to TCP provides an easy way to convert local serial data into Ethernet data and
enables two-way communication with remote devices. Each conversion rule can be
independently configured to server-side or client-side mode. You can also add, edit or
delete a conversion rule on this page.

Ser2TCP

A tool that converts serial to TCP

Device
devittyDeme
GevittyUSBO

devittyUSBL

Enable/Disable

Baud Rate

The speed the device port should operate at

| Disable ~|| 15200 - “ Delete
| Disabe ~| [ 115200 o “ Delete
e - I

Serial list and details

Serial dev
devittyS0
devittyS1
devittyS2
devittyUSBO
devittyUSB1
/devittyUSB2

3.9.2 Ser2net environment setup and verification

o

[e)

Baud Rate
37600
9600

Prerequisites

An R102 router

An Ubuntu host

A USB to TTL serial adapter

A DuPont cable

Connect the serial port of the router to the host as follows

Called by PID

562
null
null
null
null
null

Program name
Isbin/askfirst
it

null

amll

aull

null
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o

Client mode
(1) Settings on VantronOS web interface

Ser2TCP

A tool that converts serial to TCP

Device Enable/Disable Baud Rate
The spead the device port should oparate at

/dev/ttyDemo ‘ Disable v | 115200 > S
/devttylISBO ‘ Disable ~ | 115200 v pelste
dev'ttyUSBEL ‘ Disable ~ | 9600 ~ S

Delete

‘ Enable @ N | 115200 @ hd

Eo

Serial list and details

Serial dev Baud Rate Status Called by PID Program name
/dev/ttyS0 115200 using 562 /sbin/askfirst
/dew/ttyS1 9600 using 26415 null

IdevttyS2 aull idle mull null
/dex/ttyUSBO 9600 using 26415 null
/devttyUSB1 9600 using 26415 null
/dev/ttyUSB2 9600 using 26415 null

e £

Description of the numbered areas

1. Click Add to add a conversion rule
2. Select Enable from the drop-down
3. Setthe Baud rate to 115200

4. Save the settings

5. Click Edit after the rule to enter the advanced settings page
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Advanced Setting
Enable/Disable
Work mode

Server and port

Device

Baud Rate
Timeout

Data Bits
Parity

Stop Bits

Description of the numbered areas

1. Enable therule

2. Select the Work as client mode

| Enable

<

| Weork as client

<

|1‘32 168 93 1:8888
@ Ez: 177.6.6.6:678

[ igevrys1

~

[ 115200

~

(@ The speed the device port should operate at.

| 20
@ Seconds

[ 8bis

| MNone

E

OO @ O ©Oe

T o

3. Input the server address and port number (Ubuntu host shall be the server, and port

number is user-defined)

4. Select the serial device from the drop-down (software node is /dev/ttyS1 as described

in1.5)

5. Select 115200 as the baud rate (the default value will be the one selected when setting

up the rule)
6. Setatimeout value
7. Select “8 bits” for the data bit
8. Select “None” for parity

9. Select “1” as the stop bit

i~ Save and Apply above settings before you exit.

(2) The Ser2net process is running as follows:

uart2net -c -d 192.168.93.1 -p 8888 -t /dev/ttyS1 -b 115200 -a 8 -r none -s 1 -0 20
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(3) Settings on the Ubuntu host

o

Use microcom to access the serial port in terminal A (assume that the device name
for the USB to TTL serial adapter is identified as /dev/ttyUSB1)

sudo microcom -p /dev/ttyUSB1 -s 115200

°  Monitor the designated port (8888 as assigned in prior steps)

tcpudp_test tcp server:tcpudp_test -p 8388

Input data in terminal A and receive in terminal B (the topology is as follows)

Connected via the serial cable(s)
Serial port (Terminal A) RS232/R5485

send datat

________________________________ »| Serial port

Ubuntu host
IP: 192 168.93.1

Router
IP: 192.168.19.207

R R

Server (Terminal B)

192.168.93.1:8888 [ datal Client

receive datal
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o

Server mode
(1) Settings on VantronOS web interface

Ser2TCP

A tool that converts serial to TCP

Device Enable/Disable Baud Rate
The spead the device port should oparate at

/dev/ttyDemo ‘ Disable v | 115200 > S
/devttylISBO ‘ Disable ~ | 115200 v pelste
dev'ttyUSBEL ‘ Disable ~ | 9600 ~ S

Delete

‘ Enable @ N | 115200 @ hd

Eo

Serial list and details

Serial dev Baud Rate Status Called by PID Program name
/dev/ttyS0 115200 using 562 /sbin/askfirst
/dew/ttyS1 9600 using 26415 null

IdevttyS2 aull idle mull null
/dex/ttyUSBO 9600 using 26415 null
/devttyUSB1 9600 using 26415 null
/dev/ttyUSB2 9600 using 26415 null

e £

Description of the numbered areas

1. Click Add to add a conversion rule
2. Select Enable from the drop-down
3. Setthe Baud rate to 115200

4. Save the settings

5. Click Edit after the rule to enter the advanced settings page
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Advanced Setting

Enable Disable | Enabie v
Work mode | \Work as server Y
Port [10

@ 065535
Protocol | Telnet 2
Degiee | (devittyS0 v
Baud Rate | 115200 v

Timeout

Data Bits

Parity

Stop Bits.

{@ The speed the device port should operate at

| 0
@ Seconds

| 8bits

| None

[1

Description of the numbered areas

1.
2.

10.

Enable the rule
Select the Work as server mode

Input the port number (user-defined)

PO © @ ®EO

e 1

Select a protocol from the drop-down (Telnet for instance, see 3.8.3 for the difference

between the protocols)

Select the serial device from the drop-down (software node is /dev/ttyS1 as described

in1.5)

Select 115200 as the baud rate (the default value will be the one selected when setting

up the rule)

Set a timeout value

Select “8 bits” for the data bit
Select “None” for parity
Select “1” as the stop bit

Save and Apply above settings before you exit.

(2) The Ser2net process is running as follows:

/usr/sbin/ser2net -n -c /tmp/ser2net.conf
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(3) Settings on the Ubuntu host

Use microcom to access the serial port in terminal A (assume that the device name

for the USB to TTL serial adapter is identified as /dev/ttyUSB1)

sudo microcom -p /dev/ttyUSB1 -s 115200

Monitor the designated port (10 as assigned in prior steps) in terminal B using

Telnet protocol

telnet 192.168.19.207 10

Terminals A and B can send and receive data in both directions (the topology is as

follows)

Serial port (Terminal A)
gend data1

receive dataz

Connecied via the serial cable(s)

Ubuntu host
IP: 192.168.93.1

Client (Terminal B)
telnet 192 168.19.207 10

zend data2
receive datal

data

data?

data
data2

3.9.3 Protocol comparison

RS232/RS485
Serial port

R

Router
IP: 192.168.19.207

Server
192.168.19.207:10

Under the server mode, three protocols are available which are differentiated as below:

1)

2)

integer.

parameters (less used).

Raw: enables the port and transfers all data as-is between the port and the long

Rawlp: enables the port and transfers all input data to a gateway that is open without
any Termios settings, allowing to use /dev/Ipx devices and printers connected.

Telnet: enables the port and runs the telnet protocol on the port to set up telnet
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3.10 Services

3.10.1 Dynamic DNS

Dynamic DNS is a technology in domain name system (DNS) that automatically updates the

content of Name Server, often in real time, with the active DDNS configuration of its

configured hostnames, addresses or other information.

Input a name of the subdomain or root domain and click Add button, and you will be

directed to the setup page of the dynamic DNS. Then you can edit the service as needed.

3.10.2RC to PLC

For remote access and control of PLC devices via OpenVPN protocol, you will need two

R105 routers and a Windows host computer (‘Windows PC’) that are on the same network.

One router (‘R1’) is for building an OpenVPN server, and the other (‘R2’) is for connecting
the OpenVPN server built by R1.

Prerequisites:

1.

2.

Prepare the R1, R2, Windows PC, and PLC device
Connect R1 and R2 to the same network via Wi-Fi or Ethernet

Install an OpenVPN client program (such as OpenVPN-2.5.2-1601-amd64.msi) and a PLC
programming software (such as STEP7 depending on the device) on the Windows PC

Refer to 3.4.1 OpenVPN Server to build an OpenVPN server in the tap working mode

on R1 and download the .ovpn file

Connect the Windows PC to the OpenVPN server built by R1 via the OpenVPN client
program

Connect R2 to the OpenVPN server built by R1 (see below)

Connect the PLC device to a LAN port of R2 and set a static IP address for the PLC (see

details below)

Connect the PLC device to the Windows PC via Ethernet and control the PLC with the
PLC programming software (STEP7)
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VantronOS offers a platform for connecting R2 to R1 and configuring the PLC and R2. For
other settings, please download the related software program and finish the setup.

Remote connect to PLC

Step 1: Upload key

General Setting  Run log
Eroalalcions ol Choose File | No file chosen Connect

Connected  TPaddr: 10502 @

Step 2 : Configure IP mapping

status ple ip addr virtual ip Remarks

zeady [ 172181132 @ v|[wsoe O] ‘ e

Description of the numbered areas

1. Download and save the .ovpn file after setting up the OpenVPN server on R1, then click
this button to open the directory of the file

2. Click Connect to connect R2 to the OpenVPN server built by R1
3. After connection, an IP address assigned by the OpenVPN server will be displayed here
4. Input a static IP address for the PLC (on the same IP network as the LAN port of R2)

5. Input a virtual IP for the PLC (on the same IP network as the one assigned by the
OpenVPN server and not occupied by other clients)

li~ Be sure to save above settings to allow them to take effect.
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3.11 System

3.11.1System

Apart from the device settings you might make in the previous sections, here you can

configure your Router in more details, including host name, time zone, administrative
password and so on.

System
Here yon can configure the basic aspects of your device like its hostiame or the timezone.
System Properties

General Setfings  Logzine | Lanzuage and Style

Local Tima Fri Jan 21 03:55:56 2022 _ @

Hostname

|Var\lmr|OS—EdA7 @
Tmezme | ute v @
Time Synchronization
Enable NTP client @
Brovide NTPserver [] @

NTP server candidates 0.centos pool.ntp.org

G System v 1.openwirt pool nip.org

" 2.cn pool ntp.org

[ IR

i System
IN= us pool ntp org

Description of the numbered areas

1. Synchronize the router time with the browser (local) time
2. Change the name of the host

3. Select a time zone

4. Enable NTP online time adjustment

5. Start the NTP server

6. NTP online time server
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For log-related settings, click Logging tab next to the General settings tab.

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties
General Settings  Logging  Lanpuape and Style

System log buffer size

External system log server
External system log server port
External zyztem log server protocol
Write system log to file

Console log output level

Cron Log Level

Description of the numbered areas
1. Buffer size of the system log

2. Address of the log server

3. Port of the log server

4. Protocol used by the log server

5. Path of the file for the system log

6. Output level of the console log

7. Cron log level

Vantron| Embedded in your success, Embedded in your better life

World-leading provider of embedded/loT products and solutions

|64
kB

|-:|.u.[) 0

|5'4

| uDpP

| tmp/system log

| Error

| Warning

QPO ®
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3.11.2 Netlink Bandwidth Monitor (NBM) Setting

e General Settings

Netlink Bandwidth Monitor - Configuration

The Netlink Bandwidth Monitor (nlbwmeon) is a lishtweizht, afficient traffic accounting program keeping track of bandwidth usage per host and protocol.

General Settings~ Advanced Settinss  Protocol Mapping

Accounting period @ | Day of menth hd

(@ Chooss "Day of menth to restart the accounting period monthly on 2 specific date, 2.2, every Ird. Choose
"Fined interval® to restart fhe accounting period axactly avery N days, baginning ata siven date

Due date @ | 1 - Restart every 1st of month hd

(@ Day of month to restart the accounting period. Use negative values to count towards the end of month, 2.z "-5"
to specify the 27th of July or the 24th of Februrary.

Local interfaces @ Jan
r ppip:
j wan: i

@ Omly comntrack streams from or to any of these networks are counted.

Local subnets. @ 192.168.0.0/16 “

172.16.0.012 x

10.0.0.0¢8

(@) Only comtrack: streams from or to amy of these submets are counted.

Description of the numbered areas

1. Set how long you would like the monitoring activities to be reported

2. Specify a date in a month for restarting another round of monitoring activities
> Applicable when Day of month is selected in 1

3. Select the interfaces to monitor

4. Local subnets
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Under Advanced Settings tab, you can further set up the monitoring activities.

Netlink Bandwidth Monitor - Configuration

The Netlink Bandwidth Monitor (nTbwmon) is a lj ight, efficient traffic

ing program keeping track of bandwidth usage per host and protocol
General Settings | Advanced Settings  Protocol Mapping

Maximum entries ‘ 10000
(@ The maximum amount of entries that should be put into the database, setting the limit to 0 will allow databases to grow
indefinitely.
Preallocste datsbase I
{ Whether to preallocate the maximum possible database size in memory. This is mainly useful for memory constrained systems
which might not be able to satisfy memory allocation after longer uptime periods.
Compress database
(@ Whether to gzip compress archive databases. Compressing the database files makes accessing old data slightly slower but
helps to Teduce storage requirements
Stored periods

[10
@ Masimum mambher of acoaurting periods 1o keep, use zero to keep databases forever

Commit interval ‘ 24h - least flash wear at the expense of (v

@ Interval at which the temporary in-memory database is committed to the persistent database directory.

Refresh interval ‘ 30s - refresh twice per minute for reasoniv

() Interval at which fraffic counters of still established commections are refreshed from netlink mformation.

©@ @ ©O® @ © ©

Database directory ‘Ivarrhbmlmlmun

{9 Datzbese storage directery. One file per accounting period will be placed into this directory.

Description of the numbered areas

1. Set the maximum count of entries to store in the database (‘0’ for no limit)

2. Check the box to pre-allocate a database (more frequently applicable to devices with
less memory space)

3. Check the box to compress the database
4. Maximum count of reporting periods to store (‘0’ for no limit)
5. Time interval for submitting the temporary database to the persistent database

6. Time interval for refreshing the traffic counters from the netlink information

7. Directory of the database

Protocol Mapping can be used to distinguish traffic types per host. Each mapping takes one

line, with the first value being the IP protocol, the second value being the port number, and
the third value being the name of the mapping protocol.

Netlink Bandwidth Monitor - Configuration

The Netlink Bandwidth Monitor (nlbwmon) is a lightweight, efficient traffic accounting program keeping track of bandwidth usage per host and protocol.
General Settings ~ Advanced Settngs ~ Protocol Mapping

12 Protocol mappings to distinguish traffic types per host, one mapping per line. The first value specifies the IP protocol., the second vahue the port number and the third column is the name of the mapped protocol.

1e I

2 @ IGHP

4 @ IP-in-IP
& 20 FTP

6 21 FTP

& 22 SSH

& 23 Telnet
& 25 SHTP

& 53 DNS

17 53 DHS

& 8@ HTTP

17 82 QUIC

6 189 POP2

& 112 POP3

& 123 NTP

& 137 watnTNC
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3.11.3 Administration

On this page, you can set a password for accessing the Router.

SSH Access

As this function might compromise the security of the network, you have to log in the web
interface with a root account.

Step 1: Log out the interface by clicking Logout at the left bottom corner;
Step 2: Log in with the account and password;

Account: root

Password: rootpassword

Step 3: Navigate to System > Administration, and enable dropbear.

SSH Access

Drophear i running-—

EnableDizabla

Interface

® () wupecified

(@ Listen only on the given interface or, if unspecified, on all
System v
Port @ |22

@) Specifies the listening port of this Drapbear instance

Passwond suthantication @

@ Allow §SH password authentication
S5H-Keys @

Here you can paste public SSH-Keys (one per line) for SSH public-key suthentication.

Description of the numbered areas

+-- Administration

1. Select a port to access (LAN by default)

i When “unspecified” is selected, all the ports will be monitored.
2. Specify a port for monitoring (port 22 by default)
3. Allow SSH password authentication

4. Add SSH-Keys for public key authentication
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Step 4: Open an SSH client (PuTTY or MobaXterm recommended) in the Windows host;

Step 5: Input the host name or IP address (LAN port address by default: 172.18.1.1), keep
the default port No. (22), and select SSH for the connection type;

Step 6: Set the session name and Save, keep the other settings unchanged, then click Open;

R
Category:
=1 Session Basic options for your PUTTY session

Specify the destination you want to connect to

- Keyboard Hoﬁst Name {or IP address) Port
el [17218.1.1 |[22
- Features Connection type:
- Window @5SH (O Serdl (O Other: | Telnet -
i Appearance
- Behaviour Load, save or delete a stored session
N ;nTn;Itatlon Saved Sessions
- Selection
‘... Colours | ABC |
= Connection Load
- Data
- Proxy Save
- 55H
? . Delete
- Serial
- Telnet
- Rlogin
SUPDUP Close window on exit:

(O Aways (O Never (@ Only on clean exit

About Help Cpen Cancel

Step 7: Log in to the root account (password same as the router login password as shown
above), and start an SSH remote session.
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3.11.4 Terminal

Under the Setting tab, users can click enable from the drop-down box and Save & Apply
to enable the web terminal for router debugging.

[ setin

Terminal

Terminal not run!

EnableDizable disable hd
dizahle ]

e [

e e

After the web Terminal is enabled, the Terminal tab will be available next to the Setting tab.

Login name: root

Login password: rootpassword (invisible while typing)

=

Terminal

V200R0A3. FORBR-83 Built at 2022-82-17 @B:17:10

root@antron0s-
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3.11.5 Mount Points

You can enable/disable automount and check the mounting information here.

Mount Points
B suus »
Global Settings
O G e T | Aseemrina Click Disabi Automaunt Y
b Vimal Toene! 3
Mounted file systems
Filrsyatrm - Mount Paint Available Unmeosst
i Nemwerk ¢ s, @ e @ 008 11I0ME
gl mp 44371 M | 4580 M8 ¥
o drvizegd el WRMBAS60E A (TLOSME)
e 253 51 MB /44656 M5 2 (LS ME)
gy dae H200KR 100K 000 R)
B Hurtware L4 devmmebelpd mm USER_EPACE §210B §440B 1% (40,45 08) @ Unamount

Lo Sytem
+-- NEM Setting
Adeimrtration.

4o Tuemizal

Mot Pedaty

Description of the numbered areas
1. Disable/Enable automatic mount

2. File path on the Router

w

Mount point

E

Available space in the mount point
Space used in percentage

6. If you have previously mounted a file to the device, you can manually unmount the file
here

To manually mount a file, click the Click Disable Automount button first and then proceed
with the settings.

Click Disable Automount
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Mount Points

Global Settings
Automount Filesystem Click Enable Automount
Mount Detect

Mount Detect

i@ Find enabled configurations and mount

Mounted file systems

Filesystem Mount Point Available Used Unmount
/deviroot Jrom. 0.00B/15.00MB 100% (13.00 MB)
tmpfs fmp 109.80 MB /12 27MB 10% (1247 MB)
/dev/mtdblock10 Joverlay 1791 MB /23,62 MB 24% (3.72 MB)
overlayfs:/overlay ! 1791 MB /23.62 MB 24% (3.72 MB)
tmpfs /dev 51200KB/31200KB 0% (0.00B)
Mount Points.
Mount Points define at which point a memory device will be attached to the filesystem
Enabled Device Mount Point Filesystem Options Root

This section contains no vaiues yet

Eo

Description of the numbered areas
1. Detect the available mount points
2. Click Add to add a mount point

Click the Edit button behind the newly added mount point for more settings.

Mount Points - Mount Entry

Mount Entry

General Settings ~ Advanced Settings

Emable this mount @

uum @ | eac1bc10-b8d7d9c7-cc627198-1137cObb v
(@ If specified, mount the device by its UUID instead of 2 fixed device node

Mount point @ | Use as external overlay (foveriay) ~
(@ Specifies the directory the device is attached to

3. Check the box to enable the mount point after creation
4. Select the UUID of the device

5. Select the mount point

Then click the Advanced Settings tab to access advanced settings.
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Mount Points - Mount Entry

Mount Entry

General Seftings | Advanced Settings

Filesystem @ ‘ aulo -
) The flesystem that was used to format the memory (5.2 £xt3)
Monzt options @ [defauts

@ See "mount” manpage for details

& T

6. Select the file system for formatting the memory
7. Input the mount options

8. Save the settings and click the Back or Refresh button to return to the general settings

Mount Points.
Mount Points define at which point a memory device will be attached to the filesystem
Enabled  Device Aount Point Filesystem Options Root
UUID: eaclbel0-b8d7d9cT-co627198-1137c0b6 Joverlay squashfs defaults overlay “ Delete

The mount point is created as above.
3.11.6 Backup/Flash Firmware

On this page, you can backup/restore parameters, restore factory settings (clear user
settings), and update firmware from local or with OTA.

OTA Upgrade

OTA  Firmware Update | BackupRestore  Configuration

Upgrade firmware with OTA
Device medel: VI-M2M-R102

Local version: V200R003F0000-03 The latest version of the cloud: V200R300F0000-03 @ @

Upgrade firmware with OTA

?@_

Description of the numbered areas
1. Refresh the cloud version to the latest

2. Upgrade the Router and reset to default settings

w

Upgrade the Router and keep the existing settings unchanged

li>If the cloud version is shown Failure, the Router is not activated from the cloud, please
contact your sales executive for solution.
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Firmware Update

OTA Firmware Update Backup/Restore  Configuration

Flash new firmware image

Upload a sysupgrade image here to replace the running firmware form local (Device model: VI-M2M-R102)

Keep settings: @

Image Choose File | XOS_WebU_000-05x0s [UNGELEET WS @

Uploading 18% 3 4M/18 OM @

Description of the numbered areas

1. Check the box to keep the user settings while upgrading the device (not recommended)
2. Select the firmware from the local directory

3. Click the button to upload the firmware

4. Upload progress of the package

When the detailed information of the firmware is displayed, check if the firmware is correct,

then click Proceed to start the upgrading;

OTA  Fiomware Update  Baciop Rewore  Coafigunncs

Flash Firmware - Verify

The fissh image wes upicaded. Below 1o the checksum and fle saze listed, compase them itk the orpinal file 12 envure dam wmrepry.
Click "Proceed” below 10 start the flash procedure
& Chackyes
MDS: AESAFER31 014407 1 e EIERIS 500 LY
SHAZS : s |
= Size: 19.10MB
* Configuration files will be kept

201 4c 20T de 57214231

e L]

It will take some time for the upgrade and DO NOT power off the Router when firmware

upgrading is in process;

The login page will be refreshed once the upgrading finishes and you can login to check the

firmware version on the homage.
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Under the Backup/Restore tab, you can download the backup package of your settings,
including configuration files and pre-set folders, restore the factory settings of the Router,
and upload the backup package saved before.

OTA  Fimware Update = Backup/Restore Configuration

Backup
Click "Genarate archive” to download 2 far archive of the current configuration files.

— 0

Restore

To restore configuration files, you ean upload a previously generated backup archive here. To reset the fimmware to its initial state, click "Perform reset” (only possible with squashfs images)

= e
Restore backup @ Ho file chosen Upload archive... @

@ ‘Custom files (certificates, scripts) may remain on the system To prevent this, perform a factory-reset first

Description of the numbered areas

1. Click the button to back up the system configurations (include only the configuration
files and preset files other than client files or programs)

2. Factory reset the Router (user configurations will be cleared)
3. Select the backup file from the local directory to restore the backup settings

4. Upload the file
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Under the Configuration tab, you can customize the configuration files or directories to be
retained during the upgrade.

Backup file list
OTA  Fimmware Update  BackupRestore | Configuration

This is 2 list of shell glob patters for matching Fles and directories to include during sysuperade. Modified files in /etc/confiz/ and certain other confizurations are automatically preserved.

Open list... @

Show current backup file list

## This file contains files and directories that should
## be preserved during an upgrade.

# /etc/exanple.conf @

Jetc/bootscript/

o = I

Description of the numbered areas
1. Input the configuration file or directory to be retained during the upgrade
2. Click Submit to confirm the setting

3. Open the list of configuration files kept during the upgrade

3.11.7 Reboot

Make sure you don’t have any ongoing process before rebooting the Router.

3.12 Logout

You will exit the web interface with a click on the Logout tab. If you need make changes to
any of your settings, you can log in the web again with default password: admin. Make
sure you have saved the changes before logout.
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CHAPTER 4 DISPOSAL AND PRODUCT WARRANTY
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4.1 Disposal

When the device comes to end of life, you are suggested to properly dispose of the device
for the sake of the environment and safety.

Before you dispose of the device, please back up your data and erase it from the device.

It is recommended that the device is disassembled prior to disposal in conformity with local
regulations. Please ensure that the abandoned batteries are disposed of according to local
regulations on waste disposal. Do not throw batteries into fire or put in common waste
canister as they are explosive. Products or product packages labeled with the sign of
“explosive” should not be disposed of like household waste but delivered to specialized
electrical & electronic waste recycling/disposal center.

Proper disposal of this sort of waste helps avoid harm and adverse effect upon surroundings
and people’s health. Please contact local organizations or recycling/disposal center for more
recycling/disposal methods of related products.
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4.2 Warranty

Product warranty

VANTRON warrants to its CUSTOMER that the Product manufactured by VANTRON, or its
subcontractors will conform strictly to the mutually agreed specifications and be free from
defects in workmanship and materials (except that which is furnished by the CUSTOMER)
upon shipment from VANTRON. VANTRON'’s obligation under this warranty is limited to
replacing or repairing at its option of the Product which shall, within 24 months after shipment,
effective from invoice date, be returned to VANTRON’s factory with transportation fee paid
by the CUSTOMER and which shall, after examination, be disclosed to VANTRON's reasonable
satisfaction to be thus defective. VANTRON shall bear the transportation fee for the shipment
of the Product to the CUSTOMER.

Out-of-Warranty Repair

VANTRON will furnish the repair services for the Product which are out-of-warranty at
VANTRON'’s then-prevailing rates for such services. At customer’s request, VANTRON will
provide components to the CUSTOMER for non-warranty repair. VANTRON will provide this
service as long as the components are available in the market; and the CUSTOMER is
requested to place a purchase order up front. Parts repaired will have an extended warranty
of 3 months.

Returned Products

Any Product found to be defective and covered under warranty pursuant to Clause above,
shall be returned to VANTRON only upon the CUSTOMER’s receipt of and with reference to a
VANTRON supplied Returned Materials Authorization (RMA) number. VANTRON shall supply
an RMA, when required within three (3) working days of request by the CUSTOMER. VANTRON
shall submit a new invoice to the CUSTOMER upon shipping of the returned products to the
CUSTOMIER. Prior to the return of any products by the CUSTOMER due to rejection or warranty
defect, the CUSTOMER shall afford VANTRON the opportunity to inspect such products at the
CUSTOMER's location and no Product so inspected shall be returned to VANTRON unless the
cause for the rejection or defect is determined to be the responsibility of VANTRON. VANTRON
shall in turn provide the CUSTOMER turnaround shipment on defective Product within
fourteen (14) working days upon its receipt at VANTRON. If such turnaround cannot be
provided by VANTRON due to causes beyond the control of VANTRON, VANTRON shall
document such instances and notify the CUSTOMER immediately.
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Appendix Regulatory Compliance Statement

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates and can
radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) This device must accept
any interference received, including interference that may cause undesired operation.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s
authority to operate this equipment.
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