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Silicon Labs Security Advisory
A-00000518

Subject: BLE peripheral DoS after few cycles of connect/disconnects
CVSS Severity: Medium

Base Score: 6.5, Medium
Temporal Score: 6.2, Medium

Vector String: CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:H/RL:O/RC:C

Impacted Products
e EFR32 BLE devices running BLE SDK 7.1.1(GSDK 4.4.3) or below
e EFR32 BLE devices running BLE SDK 8.0.0(SiSDK 2024.6.0)

Please note: As of June 2024, the Gecko SDK was renamed to the Simplicity SDK, and the versioning scheme
was changed from Gecko SDK vX.Y.Z to Simplicity SDK YYYY.MM.Patch#

CVE ID(s)
e CVE-2024-6657 [1] is reserved for this issue
Technical Summary

e Adenial of service may be caused to a single peripheral device in BLE network when multiple central
devices continuously connect and disconnect to the peripheral

e Ahard reset is required to recover the peripheral device
Fix/Workaround
e To mitigate the issue, upgrade to:
o BLE SDK 7.1.2(GSDK 4.4.4) or later except BLE SDK 8.0.0(SiSDK 2024.6.0)
o BLE SDK 8.1.0 (SiSDK 2024.6.1) or later

e Instructions for downloading/updating the SDK [2] can be found in our developer documentation

e Please refer to the release notes for BLE SDK 7.1.2 [3], BLE SDK 8.1.0 [4], Gecko Platform 4.4.4 [5] and
Platform SiSDK 2024.6.0 [6]
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Notice: The contents of this Notification are provided exclusively for the internal use of the recipient in support of
devices supplied by Silicon Labs and shall not be shared with or distributed to any third parties. This Notification shall
not be posted on any blog, website, board, or social media. The contents are for general information only and do not
purport to be comprehensive. While Silicon Labs provides this information in good faith and makes every effort to
supply correct, current, and high-quality guidance, Silicon Labs provides all materials (including this document) solely
on an “as is” basis without warranty of any kind. Silicon Labs disclaims all express and implied warranties. In no
event shall Silicon Labs be liable for any damages whatsoever, including direct, indirect, incidental, consequential,
lost profits or special damages related to or arising from the adequacy, accuracy, completeness or timeliness of this
document or its contents, even if Silicon Labs has been advised of the possibility of such damages. Nothing in this
Notice excludes any liability for death or personal injury caused by negligence, or for fraud or intentional
misrepresentation. By accepting or using the information contained in this Notification, the recipient agrees to that this
Notification and its use are governed by the laws of the State of Texas, excluding its conflicts of law’s provisions.


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:A/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:H/RL:O/RC:C&version=3.1
https://nvd.nist.gov/vuln/detail/CVE-2024-6657
https://docs.silabs.com/simplicity-studio-5-users-guide/latest/ss-5-users-guide-about-the-launcher/toolbar#install
https://www.silabs.com/documents/public/release-notes/bt-rtl-library-release-notes-7.1.2.0.pdf
https://www.silabs.com/documents/public/release-notes/bt-software-release-notes-8.1.0.0.pdf
https://www.silabs.com/documents/public/release-notes/gecko-platform-release-notes-4.4.4.0.pdf
https://www.silabs.com/documents/public/release-notes/gecko-platform-release-notes-5.0.0.0.pdf
https://www.silabs.com/documents/public/release-notes/bt-software-release-notes-8.1.0.0.pdf
https://www.silabs.com/documents/public/release-notes/bt-software-release-notes-8.1.0.0.pdf
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Guidelines on our security vulnerability policy can be found at https://www.silabs.com/security
For Silicon Labs Technical Support visit: https://www.silabs.com/support
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