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PCN: 35241

Published: 2023-10-23

Revision History:

Revision 1, 2023-10-24: This document supersedes the original PCN 35241 dated 2023-10-23.

The Firmware Change List was inadverantly left off the original notification. Please see the attached document.

Type: General Change
- Firmware Change - Major
Description: Release to production of MUO5.1 FW for 2100AI/AT SSDs
See attached change list for bugs fixed and improvements made
Micron plans on shipping 2100 SSDs with FW MUO05.1 starting December 1st, 2023. Please contact your
Micron Account Team if you have any questions or concerns.
Reason: Product Quality and Reliability
Product Affected: Al 2100Al and 2100AT SSDs
Affected Micron Part Number Recommended Replacement Customer Part Number
COMPONENT

MTFDHBL064TDP-1AT12A1YY
MTFDHBL064TDQ-1AT12ATYY
MTFDHBL128TDP-1AT12AIYY
MTFDHBL128TDQ-1AT12ATYY
MTFDHBL256TDP-1AT12AIYY
MTFDHBL256TDQ-1AT12ATYY
MTFDHBLS12TDP-1AT12AIYY
MTFDHBLS512TDQ-1AT12ATYY
MTFDHBMI1TOTDP-1AT12AIYY
MTFDHBMI1TOTDQ-1AT12ATYY
MODULE
MTFDHBK064TDP-1AT12AIYY
MTFDHBK128TDP-1AT12AIYY
MTFDHBKI1TOTDP-1AT12AIYY
MTFDHBKI1TOTDQ-1AT12ATYY
MTFDHBK256TDP-1AT12AIYY
MTFDHBKS12TDP-1AT12A1YY

*Materials that have been ordered are in bold.

MTFDHBL064TDQ-1AT12ATYY-ND
MTFDHBL128TDP-1AT12AIYY-ND
MTFDHBL128TDQ-1AT12ATYY-ND
MTFDHBL256TDP-1AT12AIYY-ND
MTFDHBL256TDQ-1AT12ATYY-ND
MTFDHBLS12TDP-1AT12AIYY-ND
MTFDHBL512TDQ-1AT12ATYY-ND
MTFDHBMI1TOTDP-1AT12AIYY-ND
MTFDHBMI1TOTDQ-1AT12ATYY-ND

MTFDHBKI1TOTDP-1AT12AIYY-ND

MTFDHBK256TDP-1AT12AIYY-ND
MTFDHBKS12TDP-1AT12AIYY-ND

Method of Identification: Product Label
Micron Sites Affected: All Sites
Product Ship Date: 2023-12-01



DISCLAIMER: INFORMATION IN THIS DOCUMENT IS PROVIDED ON AN "AS IS" BASIS WITHOUT WARRANTIES OF ANY KIND.
INFORMATION REGARDING PRODUCTS, INCLUDING STATEMENTS REGARDING PRODUCT FEATURES, AVAILABILITY,
FUNCTIONALITY, OR COMPATIBILITY, ARE PROVIDED FOR INFORMATIONAL PURPOSES ONLY AND DO NOT MODIFY THE
WARRANTY, IF ANY, APPLICABLE TO ANY PRODUCT, AND MICRON DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY RELATING
TO SALE AND/OR USE OF PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR
PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.
NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY
THIS DOCUMENT.

NOTE: Per JEDEC Standard J-STD-046 Section 3.2.3; lack of acknowledgment of this PCN within 30 days constitutes acceptance of change.
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Introduction

The following is a list of changes and fixes for Micron’s 2100A1/AT PCle NVMe NAND Flash family of
solid-state drives (SSDs) running firmware revision MUOQ5. 1. This firmware is compatible with all form
factors and capacities of the 2100 SSD family. This document should be used in conjunction with the
2100AI1/AT PCle NVMe NAND Flash SSD data sheet which is available on www.micron.com.

All issues listed in Table 1 are resolved in MUO5.1 and newer firmware.
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Firmware Revision Identification

Determine the firmware revision by using nvme CLI (command line interface) or Micron Storage
Executive tool (found on www.micron.com):

user@system:~$ sudo nvme id-ctrl /dev/nvme0
NVME Identify Controller:

fr : MUO5.1

Change List
Table 1:Issues and change descriptions

# Short Description Details

#1 When utilizing the SLC namespace with | To mitigate the decrease in write performance
Physical configuration management experienced under specific PCM configurations,
(PCM), SLC write performance is lower | the NAND programming settings that cause the
than expected. performance drop, has been fixed.

#2 Command timeout occurred during SSD | An invalid logic state can occur when handling
internal error handling for PERST# an internal error after a PERST# event. To
event while executing an NVMe admin | preventacommand timeout, additional internal
command. error handling has been included after PERST#

event to prevent the invalid logic state.

#3 Inconsistent state of the SSD due to Fixed a corner scenario where the namespace
NAND Erase failure during Micron related FW variable may be corrupted if Micron
proprietary log recording. proprietary log buffer is fulland encounters

NAND Erase failure when the buffer is being
flushed to NAND. This results in failure
signature like namespace not being accessible,
reduced size of the namespace.

#4 SMART attributes minimum and Wear-leveling during garbage collection has
maximum erase count anomalous gap | been optimized under heavy workloads.
under artificial heavy workload.
#5 When running a read intensive Improvementin garbage collection algorithm to
workload with many internal NAND ensure that firmware prioritizes the block
blocks requiring data refresh may result | refresh operation. This avoids increasing the

in a Critical Warning (Read Only Mode). | grown bad block count and a potential write
protect state resulting from no available spare
blocks to write new inflight data.

#6 NGUID incorrectly reported in Identify | Fixed NGUID to be unique for each

Namespace Data Structure Namespaces.
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#7

Some TLC blocks were not managed by
Background Media Scan algorithm.

Background Media Scan Algorithm improved to
ensure all NAND blocks are refreshed. Only the
following PCM configurations are impacted:
100TLC ,10% and 20% SLC.

See TN-FD-62 for more details.

#8

Issues on TCG Session manager layer

have been identified.

1. Task Session Number (TSN) and
Host Session Number (HSN) not
cleared properly.

2. Not returning “Synchronous
Protocol Violation” as intended.

3. “End Session” method is not
functioning correctly.

4. “Close Session” method packet
transmission failure.

To address those TCG issues:

1. TSN and HSN will be cleared for all Session
manager layer method.

2. The firmware change to ensure that in
“awaiting IF-RECT(S3)"” state when receiving an
IF-SEND command.

3.Fixed the “End Session” method to recapture
the correct Method ID.

4. Fixed “Close Session” method to transmit
with the correct Packet. Session value.

#9

The NVMe Abort admin command with
an invalid Submission Queue Identifier
(SQID) does not return error status.

Fixed abort command processing to report
error if the operation is requested for an invalid
SQlD.

#10

Timing window to fail initialization
during power loss test when enabled
HMB.

Avoid the race condition by holding HMB
initialization process until PERST# is asserted by
the host

#11

A firmware change in MUOS5 can result
in many Grown Bad Blocks which will
eventually trigger the drive to go into
write protect.

From the MUOS5 change, the cause of the side
effect has been removed.

#12

Error recovery error in Boot Partition
during firmware update.

Error handling improvement for boot partition
block.

#13

SMART attributes "host write
commands" value has the inaccurate
value.

The calculation for each writes command in
SMART attributes has been improved to ensure
accurate values are reported

#14

SMART Critical Warning Bit2 turns to 1
when TLC/SLC erase count reaches
predetermined EOL threshold.

SMART Critical Warning Bit2 does not turnto 1
when TLC/SLC erase count reached the
threshold.

#15

Drive with only a few valid NAND TLC
data blocks (< 16) can experience a FW
hang condition if all the blocks are also
marked for read refresh.

Avoid the FW hang when all NAND TLC data
blocks are queued for refresh.
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Revision History

Rev. A-8/31/2023
e |nitial release

Rev. B —09/28/2023

e Added #15
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